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gunselillausuuy SFP-10G-SR agtioy 24 luga Wsalisuwinvaesnin
ﬁwawumummgwu IFEE802.1D, IEEE802.1w, IEEEB02.1s, IEEEBO2.1p Wa® |EEE802.1q1(;1’
i1 EVPN VXLAN Anycast Gateway Wag EVPN VXLAN Routing and Bridging 1]
¥i1 Port Aggregation 138 Link Aggregation Auu1ASgIY IEEEB02.3ad wazld3snns
nsganedoya (Load Balancing) 16l
VLU Active - Active 161
AmuagunmnsTiuInTg Quality of Service (QoS) fasioludls
51.11.1 Classification : Layer 2 header, IP header (Layer 3) uag TCP/UDP header (Layer 4)
5.1.11.2 Queuing :

5.1.11.2.1 Priority Queuing

5.1.11.2.2 Bandwidth percent #58 Bandwidth Remaining %30 Rate limiting

5.1.11.2.3 Weighted Random Early Detection (WRED)
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5.1.12
5.1.13
5.1.14
5.1.15

5.1.16

5.1.17

5.1.18

5.1.19

5.1.20

5.1.21
5.1.22
5.1.23
5.1.24
5.1.25

11 IP Multicast routing protocol luu PIM Sparse Mode Wag PIM Source Specific Mode o
¥ IP Multicast membership WUU IGMPv3 Snooping, MLD ua IGMP filtering 16
smuanstiaaiunsdssinudayasiie IPva ACL uas IPv6 ACL 1a
JafudeyaaiinisldauiaSetne (Flow Usage Statistic) aun1nsgu NetFlow w3e
sFlow %38 jFlow 139 Netstream 1

aduayun1svia IP Routing Protocol LatuA Static Route, OSPF, OSPFV3, IS-IS, BGP,
Virtual Route Forwarding lalaitiagnia 200,000 routes/prefixes

atuayudIuIy MAC Addresses laliitiaandn 82,000 addresses wagyin VLAN 1o
laitfaen31 4,000 VLANSs

aduayunsasaniedieaiow (Logical network) uuiAsatewan (Network Fabric)
aelnslamoa VXLAN 1o

fteriduiitesiunislani vdoyngn wuusaq deils

5.1.19.1 Per port Broadcast Multicast #58 Unknown Multicast

5.1.19.2 Unknown Unicast Storm Control

5.1.19.3 Port Security

5.1.19.4 BPDU Guard %58 BPDU Protection

5.1.19.5 Spanning Tree Root Guard %39 Root Protection
¥1a1usaufurenaLa$Lins095UN15Y91URUY Software Define Network (SDN)
Fraushlasinsiile

atuayun1svh Network Telemetry (iVensiadeuaniuzvssgunsaiiaiotneld

il Console wasm wiia RJ-45 3BUUU USB (console) aenetias 1 wasn
UImsuazdnnisaunsaliie CLI, Telnet, SSH, NTP uaz Syslog 1]
fivnaussununudeudsesitansaneniUdeuliluuneyinau

i Power Supply WuU Redundant fianinsn Hot Swap 14 athsties 2 v

5.2 gunsainszatedyymAsetises (Distribution Switch) WU 1 91uau 4 Y lnsusiazya

[ ]

Usaziduannuanuusianizegetoy fail

5.2.1

522
5.2.3

R ~

rerons”

Wugunseinszatedyyial Layer 3 Switch #1351 Switching Capacity vunlidasnin
3.2 Tbps waziluszandnwlunisdeitudeya (Fowarding Rate n38 Forwarding
performance) liivfaen3n 1 Bpps

fiviaeAusman (Memory %38 System Memory) vunaliteenin 16 GB

fiwauarush Flash Memory %38 SSD %58 NAND Flash vuinliiasnin 64 GB

[
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524 Hesadeudaszuuiiatiy (Network Interface) wuu 40/100 Gigabit Ethernet QSFP+
videfni1 sunllitiesndt 4 ves weuausluga (Transceiver) Evaifeafuiugunsal
fivua QSFP-G0G-LRG aghatios 4 luga

525 fiveudaunaszuuiaietis (Network Interface) wuu 1/10/25 Gigabit Ethernet SFP+
vi3ornin Swaliiosnd 48 des wiowausluga (Transceiver) Baiieaiuiugunsal
flausuuy SFP-10G-LR eewios 48 Tuga

526 ¥auAuIATEY IEEEB02.1D, IEEEB02.1w, IEEEB02.1s, IEEEB02.1p Waw IEEEB02.1q I¢i

5.2.7 %1 EVPN VXLAN L3 Gateway w38 EVPN VXLAN Anycast Gateway 61

5.2.8 %1 Port Aggregation %38 Link Aggregation A1UNA5§1U IEEEB02. 3ad wazldisnng
ns¥318veya (Load Balancing) 161

5.2.9 fmruaauammsiiuIng Quality of Service (QoS) fagtaluils
5.29.1 Classification : Layer 2 header, IP header (Layer 3) uag TCP/UDP header (Layer 4)
5.2.9.2 Queuing : Priority Queuing Wag Weighted Random Early Detection (WRED)

5.2.10 ¥ IP Multicast routing protocol kuu PIM Sparse Mode wag PIM Source Specific Mode 1%

5.2.11 ¥ IP Multicast membership WU IGMPv3 Snooping, MLD Waz IGMP filtering 1]

5212 fwmuanstestumsdwndeyadie IPva ACL uag IPv6 ACL Il

5.2.13 dafiufeyaafinnisldauiaienie (Flow Usage Statistic) ammnnsgiu NetFlow v3o
sFlow %38 jFlow %38 Netstream 141

5.2.14 @dueayumsin IP Routing Protocol oA Static Route, OSPF, OSPFv3, IS-IS, BGP, Virtual
Route Forwarding lalsitiosnin 200,000 routes/prefixes

5.2.15 @duayudulIu MAC Addresses Talutdaenin 82,000 addresses Wag1 VLAN
Teiliwaenin 4,000 VLANs

5.2.16 aduayumsasrunietieiaiiou (Logical Network) uuipsatnewan (Network Fabric)
melnslnaea VXLAN 1o

5217 fiaiduittostunsioui visyngn wuusaq feills
5.2.17.1 Per port Broadcast Multicast %39 Unknown Multicast
5.2.17.2 Unknown Unicast Storm Control
5.2.17.3 Port Security
5.2.17.4 BPDU Guard %58 BPDU Protection
5.2.17.5 Spanning Tree Root Guard %39 Root Protection

5.2.18 YUY Active-Active 191

5.2.19 ¥1191usufUTend LI SLi05895UN19919 UL LY Software Define Network (SDN)
Fauelulasinsiile

= 5.2.20 arfuauumsyin Network Telemetry tlansiaaauanuzvatunsaimsavela
(QCCG\(Q\/\/ 5 y 3
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5221 il Console Wasawila RJ-45 v3awuy USB (console) a8tioe 1 wasn

5.2.22 USmsuazdansaunaniing CLI, Telnet, SSH, NTP wag Syslog 1]

5223 fifinansruneanuSeudseanausanandsulaluvneinanu

5.2.24 i1 Power Supply wuu Redundant fanunsn Hot Swap 1¢f agties 2 wie

5.3 gUnIainszanednynnauasatieses (Distribution Switch) WULT 2 $7u9U 2 Y0 LaBusAazyn

ﬁﬁ&Jas@amqmé’nwmzmwwa&mﬁau fail

53.1

53.2
533
534

535

53.6
53.7
53.8

53.9

5.32.10
53.11
5312
53.13
SR

Wugunsainszaredygin Layer 3 Switch il switching Capacity Yu1alideyndn
3.2 Tbps waziussansninlunisderrudeya (Forwarding Rate %30 Forwarding
performance) Litfoenin 1 Bpps

fiviaepusman (Memory vi3a System Memory) aunliitioenin 16 GB
fiaeaa1usa Flash Memory 138 SSD %38 NAND Flash vunaliivesndn 64 GB
fraudeudasruuIASeTne (Network Interface) WUy 40/100 Gigabit Ethernet QSFP+
wieand1 swnulifesndn ¢ doa wieuausluga (Transceiver) Evaieniufugunsol
fiaue QSFP-40G-LR4 agnatios 4 luga

fdpaudeusaszuuiatetny (Network Interface) Wuu 1/10/25 Gigabit Ethernet SFP+
weain1 Sruanlsitiesnn 48 das nieuaueluga (Transceiver) Bvaifaiufiugunsel
Alaueuuy SFP-10G-LR 8getian 12 Tuga, WUy SFP-10G-SR ag1aties 12 luga,
WUU SFP-1G-LX agnedes 12 luga, wuu SFP-1G-SX adneos 12 luga uazluga
(Transceiver) Wazuu SFP-1GE-T 38 1000Base-T (fieseeiugunsaiiaTotneLin)
s ntoy 10 luga

yhanusiNAsE U IEEEB02.10, IEEEB02.1w, IEEEB02.1s, IEEEB02.1p WA IEEEB02.1q It
¥ EVPN VXLAN L3 Gateway 158 EVPN VXLAN Anycast Gateway 16

i1 Port Aggregation %38 Link Aggregation A1111ATZY IEEE802.3ad wazldisnis
nsvaedeya (Load Balancing) la

MuunRuAMMTIIUINS Quality of Service (QoS) saseluils

539.1 Classification : Layer 2 header, IP header (Layer 3) uag TCP/UDP header (Layer 4)
5.3.9.2 Queuing : Priority Queuing Wag Weighted Random Early Detection (WRED)
1 IP Multicast routing protocol wWuu PIM Sparse Mode uag PIM Source Specific Mode 0]
1 IP Multicast membership Wuu IGMPv3 Snooping, MLD uaz IGMP filtering 61
Avuanstesiunmsdwudeyasie IPvd ACL wag IPv6 ACL n
Fafudoyaadanisldaueadetie (Flow Usage Statistic) n1uanignu NetFlow w30

sFlow %150 jFlow %i3® Netstream 1

[
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5.3.14 @duduun131 IP Routing Protocol leiufi Static Route, OSPF, OSPFV3, IS-IS, BGP,

Virtual Route Forwarding lalsitfaenda 200,000 routes/prefixes

5.3.15 atfuayus1uIu MAC Addresses 1ilitfoandn 82,000 addresses waz¥i1 VLAN lel

liitiaenin 4,000 VLANS

5.3.16 aduayunisasaaseviiadeu (Logical Network) uuiasatnevan (Network Fabric)

saelnslanaa VXLAN la

53.17 fidenduiitdasiunisland viaunsn wuusnaq deille

5.3.17.1 Per port Broadcast Multicast 30 Unknown Multicast
5.3.17.2 Unknown Unicast Storm Control

5.3.17.3 Port Security

5.3.17.4 BPDU Guard %38 BPDU Protection

5.3.17.5 Spanning Tree Root Guard %38 Root Protection

5.3.18 ¥INUUU Active-Active @t

5.2.19 1191U52 4 USaNALITINETDISUNITVIN9IULUY Software Define Network (SDN)

Adaustulasinsile

o o - ¢ 4 v
5.3.20 auuayunsn Network Telemetry Lwamswaauamus‘uaaa‘ﬂnimmsamﬁﬂm

5.3.21 il Console wesnuin RJ-45 W3BLLUU USB (console) aenatiae 1 was

5.3.22 usmsuazdnn1sgunsalale CLI, Telnet, SSH, NTP uag Syslog 1]

o W 1% o = d o
53.23 QJWﬂalﬁ3‘U’]ﬂﬂ?inBUﬂqia\jmaqﬂquﬂﬂaﬂLUﬂUu‘Léﬂaummquqqu

5.3.24 § Power Supply 4UU Redundant #ianinsn Hot Swap 1 aghaties 2 wihe

5.4 guUnsainszatednaiaiatie (Access Switch) 1uau 60 ¥a Tasusiazyn iswaziden

AANYUzIAaNITaElee Al

54.1

54.2
543
544

54.5

Wugunsalnszatedwaios Layer 3 Switch 18 Switching Capacity au1nlitosnin
330 Gbps wazfiuszansnwlunisdeiudeya (Forwarding Rate w38 Forwarding
Performace) laitiosnin 250 Mpps

fiveAusman (Memory 38 Systern Memory) vunliitiesnin 2 GB
figaud Flash Memory w3 SSD aunalitiaendt 2 GB
flypaieuraszuuipiotiy (Network Interface) LU 10/100/1000 Base-T (RJ-45) %38
1000 Base-T (RI-45) w3aiieuminvsannin Suiulivesndn 48 ¥eq
fepaliouraszuuiadatny (Network Interface) wuu 10 Gigabit Ethernet SFP+
wialfisuianienndn Sauaulddesndin 2 Yes wieuausluga (Transceiver) vo

\enfuffugunsaifilausuuy SFP-10G-LR agtiey 2 luga

[
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5.4.6

54.7

54.8
54.9

ddoudounaszuulaietis (Network Interface) Wuy 1 Gigabit Ethernet SFP
wiouianiennda sauaulddeundin 2 989 w¥eulausluga (Transceiver)

[V

dvalufufugUnnifilauaiuy SFP-1G-SX aehales 2 luga
finasndnsuria Stack laslawiz laedl bandwidth s7ulsitioandn 160 Gbps #3®
Swadn 40G LUV OSEP+ M3aRnd1 nauliteendn 2 wesn wiswiaueany Stack VD
a1 QSFP+ 40G Direct Attach Copper 31U 1 1&u Tngaduayun1syin Stacking %30
Virtual Chassis ¢feeatios 8 1384

1 EVPN VXLAN L3 Gateway %38 EVPN VXLAN Anycast Gateway 1

YInumURsgu IEEEB02.10, IEEE802.1w, IEEE802.1s, IEEEB02.1p Way IEEEB02.1q 1]

5.4.10 1 Port Aggregation %38 Link Aggregation ANNNIATZ U \EEE802.3ad wazldiznns

nszanetioya (Load Balancing) 19

5.4.11 fvuaRunwA3WUINT Quality of Service (QoS) srarteluild

54.12
54.13

54.14

5.4.15
5.4.16

54111 Classification : Layer 2 header, IP header (Layer 3) Waz TCP/UDP header (Layer 4)
5.4.11.2 Queuing :
5.4.11.2.1 Priority Queuing
5.4.11.2.2 Bandwidth percent 158 Bandwidth Remaining 158 Rate limiting
5.4.11.2.3 Weighted Random Early Detection (WRED) 1138 Weighted Tail
Drop (WTD)
5.4.11.3 Traffic Policing :
54.11.3.1 Single-rate two-color policing 1138 Single rate three color marker
5.4.11.3.2 Dual-rate Two-rate three-color policing 739 two rate three
color marker
5.4.11.4 Traffic Shaping : Average rate shaping #1538 Percent shaping rate
Svuanstlostunsdainudoyasie [Pva ACL uaw IPv6 ACL a
Faiudeyaadanisldauaiatie (Flow Usage Statistic) ANMHNAIYIY NetFlow %138
sFlow ¥58 jFlow %38 Netstream 6t
avfuayusIuIu MAC Addresses Liflaiffaendn 32,000 addresses waznI5M1 VLAN
Iehitesndn 4,000 VLANs
41 IP Multicast Routing Protocol I
afuayunansIdeuwazBudufimudldau (Authentication) rasigluil
54.16.1 IEEE 802.1x uay User/MAC-Authentication wuu Guest VLAN, VLAN Assignment
%39 Dynamic Firewall Filter, Voice VLAN
54162 Web-Based Authentication laga1u13n Customizable Web Pages @113

wth Authentication wagsey URL 1l Redirect Wlavins Authentication Hdlel
l
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5.4.17 aduayunnsyin RADIUS Change of authorization (CoA)

¢ o Y a A | o v
5.4.18 fiflaidundosiumsland viayunsn wuusnaq aeilla

5.4.18.1 Per port Broadcast Multicast %39 Unknown Multicast
5.4.18.2 Unknown Unicast Storm Control

5.4.18.3 Port Security

5.4.18.4 BPDU Guard %58 BPDU Protection

5.4.18.5 Spanning Tree Root Guard 38 Root Protection

5.4.19 1191450 ULaNA LIS ADI8I5UNISHI9UM UL Software Define Network (SDN)

Aivauslulasansila

5.4.20 afuayunsvin Network Telemetry tiamsivdauaniusvasgunsainietiela

5.4.21 i Console wasauin RJ-45 W3alUU USB (console) aestias 1 wasn

5.4.22 usmsuazdanisgunsalaig CLI, Telnet, SSH, NTP wag Syslog 1t

5.4.23 i Power Supply WUU Redundant fia1unsa Hot Swap et agiwiies 2 mie

5.5 gunsainszanedygya Spine Switch 31u2U 2 YA lnsuAazyn fiswaziBunnmanyML

s

oL

e

WRWITBENNRY A9l

551

5.5.2

553

554

555

556

557

558
559

Wugunaninszanedyyi Layer 3 Switch 731 Switching Capacity vunalivosnin
12 Tbps wagiiuszadnsnwlunisdarnudeya (Fowarding Rate w38 Forwarding
performace) litaenin 4 Bpps

fiwthsausndn (Memory %38 System Memory) vuabitiesnin 16 GB
fnieAIEn Flash Memory 38 SSD aunalivesndn 64 GB
fvaedeuroszuuiaiatny (Network Interface) Wuu 100 Gigabit Ethernet QSFP28
vdodnin Swalitesndn 60 Yea wieuaueluga (Transceiver) Bveiteatuifugunsal
fildu wuu QSFP-100G-SR4 W38 QSFP-100G-SR-BD agiies 20 luga
atuayusuIu MAC Addresses Ilaitfaendn 256,000 addresses uagn13%1 VLAN
Ialsitfaendn 4,000 VLANS

avfuayunisiudadoyasevinegunsnl Datacenter Switch filauasiomaia Equal-
Cost-Multi-Path uag VXLAN Overlays 191

atfuayuwuin Routing Table wuu IPva/IPv6 saufuldlaiitiosndn 256,000
route/prefixes

1 IP Multicast Routing Protocol 61

Amuanistasiunisaainudayaniy IPvd ACL uag IPve ACL 1

5.5.10 ¥MaULUU Active — Active 160

|
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5.6

S -
S-S

5511 y191usufugendulsiiiososduni1svinauluy Software Define Network (SDN)
fsnauelulasenist feaaniinenssuiuy Spine-Leaf Architecture 161

5.5.12 anuayunsvin Network Telemnetry \lonsvaeuanuzvegUnsniiase el

5.5.13 §i Console Wasnviln RI-45 Sauuy USB (console) ae1elioe 1 wosn

5.5.14 y3msuazdanisgunsalme CLI, Telnet, SSH, NTP wag Syslog 16

5515 fiwnauszunauSoudsesiannsoneadsuldluneyin

5.5.16 i Power Supply WUU Redundant #ianunsa Hot Swap I sghaiee 2 viae

I =t

qﬂninﬁnssmaﬁmumyﬂm Leaf Switch Wuu# 1 37wy 4 Yn lagusiazyn UT10aLDUA

AUANYMZIANIZaE oY adl

56.1 Jugunsainszanedyqyn Layer 3 Switch 31 Switching Capacity vu1alitiesnin
2 Tops uazilvsz@ndnmlunisdesrutoya (Forwarding Rate %38 Forwarding
performace) liuaenin 1.3 Bpps

562 fvtheausman (Memory wie System Memory) vinaliitiaunin 16 GB

563 ilvtheanud Flash Memory e SSD vunalifasndn 64 GB

564 ilYanidsusessuuiniatie (Network Interface) wuu 100 Gigabit Ethernet QSFP28
wsaing1 shwauliitiesndn 6 Yee wiauausluga (Transceiver) viaifieauiugunanl
flaue LU QSFP-100G-SR4 %38 QSFP-100G-SR-BD adhaifes 4 luga

565 fYeadeusaszuuiaiedne (Network Interface) WUU10/100/1000 Base-T %38
1 Gigabit Ethernet vi3aifiguwih wiefini1 Snalidosndt 48 199

5.6.6 afuayusIuIu MAC Addresses latlaitioandn 250,000 addresses wazn1511 VLAN
elsivioundn 4,000 VLANS

5.6.7 atfuayunisiuddoyasznitagunsal Datacenter Switch flauasowmaia Equal-
Cost-Multi-Path, VXLAN Overlays wag VXLAN Routing 1)

568 @dudyuuuIn Routing Table wuy IPv4/IPvé saufuldlivdesnia 256,000
route/prefixes

56.9 ¥ IP Multicast Routing Protocol et

5.6.10 fvuamsdesfumsdeindayade IPvd ACL uaz IPv6 ACL 10

5.6.11 YMITUUUU Active — Active ol

5612 197Ut furenduifilesasdunisvinarunuy Software Define Network (SDN)
Funauelilasamst deantinenssuuuy Spine-Leaf Architecture 161

5.6.13 anfuanunsvin Network Telemetry \lamsrapuanuzvesgUnIaliniet el

5.6.14 11 Console wasmuiin RI-45 W3auuu USB (console) agutiay 1 wasn

5.6.15 Usmsuazdansgunaaifae CLI, Telnet, SSH, NTP uaz Syslog I

— :
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5.6.16 IMnaNszUILANUSaUAIsRaafNsananasulabuIME YN

5.6.17 i1 Power Supply wuu Redundant fianunsn Hot Swap 1#f eg1eties 2 wiae

5.7 gunsainszanedyqin Leaf Switch wuuil 2 $1uau 6 Ya lasusdazyn Iseaziduannanyn:

RWIzatNBea il

5.7.1

5.7.2
57.3
574

575

5.7.6

Dulal

5.7.8

5.1.9

Jugunsninszanednyyns Layer 3 Switch il Switching Capacity vuinlidffosnin
3 Tbps uazduszdndninlunisdeniudoya (Forwarding Rate n30 Forwarding
Performace) laitiounin 1.3 Bpps

fivhsauswan (Memory v38 System Memory) 1uinlitiasnidn 16 GB
fintaeamdn Flash Memory %39 SSD vualivesndn 64 GB
fidpalTounassuULATaYIe (Network Interface) WUy 100 Gigabit Ethernet QSFP28
vionndn swaulitiesndt 4 des nieuausluga (Transceiver) Bveieaifufugunsel
flldus UUU QSFP-100G-SR4 %38 QSFP-100G-SR-BD adherfay 4 luga
fivaudourassuuiaTotng (Network Interface) WUU 40 Gigabit Ethernet QSFP+ %30
findn druanlaifiesndn 2 dos wiouaualuga (Transceiver) Bvaiiuafuiugunsal
fileus Wuu QSFP-40G-SRA w3a QSFP-40G-SR-BD aghaifer 2 Tuga
flfpudouseszuuiaIatie (Network Interface) Wuu 10 Gb SFP+ %58 10/25 Gigabit
Ethernet SFP+ u38#in31 d1uavlifesndn 48 Hee wisuiausluga (Transceiver)
vtalAenfufugunsaifiiaus wuu SFP-10G-SR athatier 48 luga

aduayus1uIu MAC Addresses Tdlaitfoendn 250,000 addresses wag¥i1 VLAN
Iailaifagndn 4,000 VLANSs

atuayunissudstayaseninagunsal Datacenter Switch flauasomailn Equal-
Cost-Multi-Path, VXLAN Overlays wag VXLAN Routing 16t

aduayuvuin Routing Table wuu IPva/IPv6 saudulalidesnda 256,000

route/prefixes

5.7.10 ¥ IP Multicast Routing Protocol la

5.7.11 fimuenisUeaiumsdeinudayacie IPva ACL wag IPv6 ACL 1

5.7.12 ¥N9MUWUU Active — Active a1

5.7.13 ¥I191Us A UTaNALISINDIBISUNITNI9IULUY Software Define Network (SDN)

d o & v P ; g
minauslulasanist meaoinenssuwuy Spine-Leaf Architecture 16

@ o A & v
5.7.14 afuayumsyih Network Telemetry iiansivapuanuyrasgunIniiniotiels

5.7.15 § Console wasaudn RJ-45 n3oLuy USB (console) agatios 1 wosn

5.7.16 USwsuazdanisaunsaisne CLI, Telnet, SSH, NTP uag Syslog 1#l

5.7.17 fWaauszuIeANLSoudsaiatunsanonUasula luaneinau

5.7.18 4 Powey Supply WU Redundant #i@nunsa Hot Swap 1¢f sgntdes 2 ide
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58 guUnsainszatedymin Leaf Switch uwuuil 3 S1uau 8 ya nsusiazya siswaziBennaanuas

v

lanIzeg19oy fall

5.8.1

5.8.2

58.3

58.4

5.8.5

5.8.6

5.8.7

5.8.8

5.8.9

Wugunsalnszanedyyans Layer 3 Switch #iil Switching Capacity vunlitiosnin
2 Tops uaziiuszdnsninlunisduitudeya (Fowarding Rate w38 Forwarding
performace) laitiaeni1 1 Bpps

fivheausman (Memory %38 System Memory) vuinlitioenin 16 GB
fimheauda Flash Memory n5e SSD wualiitfoandn 64 GB
fldoudaurassuuLaIatne (Network Interface) WUy 100 Gigabit Ethernet QSFP28
wiednin S1unuliitfosndn 6 daq wieuiausluga (Transceiver) Baifieatufugunan
fldus WU QSFP-100G-SR4 W3e QSFP-100G-SR-BD athaifoy 4 Tuga
fldaudourassuuiaiatie (Network Interface) WUy 1/10 GBASE-T (RJ-45) 30
Weuwihmsennin Swuludsenii 48 ¥a4

atfuayusuIu MAC Addresses lelaitiaendn 250,000 addresses uazn15%1 VLAN
Teilaivfosndn 4,000 VLANs

aduayunisfudidayaseninegunsal Datacenter Switch flaueshemaila Equal-
Cost-Multi-Path, VXLAN Overlays uag VXLAN Routing 161

atfuayuvuln Routing Table wuy 1Pva/IPv6 srufuldlidesndn 256,000
route/prefixes

%1 IP Multicast Routing Protocol 1

5.8.10 fivuamstasiunmsdeitayame [Pvd ACL wag IPv6 ACL 1

5.8.11 ¥IN9WULUU Active — Active 19

5.8.12 $1971usuAUgeNA LIS LHDTDATUNISY19 ULUY Software Define Network (SDN)

d o & v . 3 1
Miauslulasanist seanninenssuuuu Spine-Leaf Architecture 16

5.8.13 afuayumsvin Network Telemetry [fienyineauaniuzvesgunssiiaietielsl

5.8.14 il Console Wasmuiln RJ-45 WSowuU USB (console) a8natioy 1 Wosn

5.8.15 U3nsuazdnn1saunsaime CLI, Telnet, SSH, NTP uaz Syslog %)

5.8.16 fWmaUsTUIEANMUSBUdTRIaNsanenasulA luTnEYinau

5.8.17 & Power Supply tuU Redundant fiansn Hot Swap ¢ agnses 2 nie

Credona
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5.9 s:uumuqmzumﬂ?aﬂdw Software-Defined Network Controller (SDN Controller)

ESORDONS

F1u9U 1 52U lneliTeanduannanunzianizagiston il
59.1 muAuuazu3sdanisaunsal LAN Switch uay Data Center Switch vavuaiiaualy
1A53N15hRNaIuNaN

592 \aueniendvinsvensuas (Licenses) Aignfosmunguune uasasouaquaunsal

v
=

nszaedyanaroueiiauslulasinisi

5.9.3 gunsal Controller #asannsavienliedsetiles wuu High Availability w3efindn
favniigunsal Controller Maladamfadely dedidmanszvusonisvinuesssuy
idatieomun wagszuudansavhaudeluld

59.4 m572anu (discovery) gunsalia3ods l@an (LLDP w3a LLDP-MED %30 COP), SNMPv2
waz SNMPv3 Tiluetgraes

5.9.5 %’mLﬁUﬂ&JaxLﬁﬂﬂ’uadqﬂﬂiiﬂ (Inventory) Tugunuu Network Information Database
%38 Physical Inventory Immﬁuﬁamﬂalﬁud Serial Number, IP address, MAC address,
OS/Firmware version, Up time, CPU, Status up/down, Interface name, Configuration
wag (Product ID %158 Product Model) ldidlusenaos

59.6 a¥1aunudenisifeudegunsaiindatne (Physical topology map 38 Location
Topology) Tdrustiu Site, Building waz Floor 16

59.7 uwanswazidunvegunsel (Device-Level Data) uagidiong Topology map i Layer
2 (VLAN) viamu Port/Link nsideusald

5.9.8 ¥ Zero Touch Deployment (ZTD) %38 Zero Touch Provisioning %58 Network Plug
and Play (PnP) lgi

5.9.9 é‘i’wnmﬁaﬁmumm@mmwmmmﬂﬁu’%nw%’udq%’aga’luszwLﬂ‘%@?hﬂ (Quality of
Service %38 Class of Service) w%’auﬂv’aawmmﬁmuﬂ Differentiated Services Code
Point (DSCP), Transmit rate way Shaping rate bandwidth IUEULLUULUEJS'L%UGT (%)
TWusay Class o

5.9.10 @3woWas (Image) LLasﬁﬂﬁﬂﬁdﬁﬁWWUﬂl’J’E{’aqwﬁ’l (Pre-define Configuration) TUé
’qﬂnstﬁm%a‘ziwﬁl.auamluiﬂsqnmﬁ;aﬁmﬁ"a‘lﬂmu Tned1eBeann Device Identifier Lok
Serial Number %38 IP Address w38 Device Name leliuseiatiay

59.11 uansdeyaaifves Port/Interface, Layer 3 VLAN Wazuanadaya Utilization 84
Port/Interface 19

5.9.12 wanadaya Performance Monitor Wag Status Aine q LW CPU Utilization, Memory
Utilization, Power Supply Status Wag Fan Status o

5913 man Radius server, LDAP Lagians Authentication wuu 802.1X uay Portal Ihiduae ey
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5.9.14 §ea1uLiteria Overlay Network $auffugunsal LAN Switch/Access Switch ausly
TA59M13 HIUME GUI aunnsgu Protocol Virtual Extensible LAN (VXLAN) 38 GRE
Tunnel ¢

5.9.15 aﬁ’uﬁqumsé\"dﬁ’l Protocol dm3ugunsal Datacenter Switch lown LAG, MC-LAG,
BGP, EVPN-VXLAN uaz Fabric thuwth GUI leifusehaiee

5.9.16 viN9UMAU Hypervisor Management 310 VMware vCenter %38 Microsoft SCVMM
38 OpenStack w38 Open Virtual Switch %158 Kubernetes Iadusgnusy

5.9.17 ¥indnsasdiona (back up) waefjfuteya (restore) vosgrutoya (database) GRGIIHY
controller fit@us #1uM1a GUI WazuSnsian1s Firmware 484 Switch waaiiausls

5.9.18 \fiu audit log vasflinuiiiemsiagdoundsld

5.9.19 a¥sededldnu (user) vustuuTidaua (Internal profile) uaziSenldauanaeuan
(external profile) #1ulwslaAaa RADIUS wazyin Role-Based Access Control (RBAC)
Werwunaulamsidauvetudas (Service/Applications/GUI Access), Domain Uaz
Devices 1§

5.9.20 %1 Northbound Interface #28 REST APl uuu JSON %3 XML Iéiluathales

5.9.21 %1 Southbound Interface §28 SSH, SNMPv2c uag SNMPv3 w3 Openflow iy
RRNIGE

5.9.22 U3msdan1s, JinTent uasdafiudoyaaiifinisldauaietie (Flow Management)
AuLAsgIU Netflow, sFlow, jFlow w3a Netstream 161 TnunasuaguaUnsaiitausly
Tasan1svavan vdoiauogunsal vsewenuainday Hardware danduelFinldianu
ﬁaﬁmumimaﬁﬂmam]’ﬁaéwaﬂaaoﬁ’aﬁ
59221 {favAnidmiunisitasisidesya Flow angunsaligndesmiungvune

sunuliitfesndn 100 gunsal wdeliieendn 2,500 Interface
59222 Sudoya Traffic #7875 Port Mirror, Span %38 Sampling Flow 9y Flow
Collector %38 Flow Sensor la
5.9.22.3 grwasidea Traffic Ingiiswonaw Protocols, Applications, Senders and
Receivers, Top Conversations 161
5.9.22.4 %1 Flow aggregation L@t 11 Flow sources u1s2udungu (group) e
wisliieronmsdanisssuuaule
59225 Jwnsiewunliuvesdeya Traffic melussuy wieldluansuaunisvene
(Capacity Planning) wagmsiadauuszdndninsyuu (Performance
Monitoring) 161
5.9.22.6 Ufuussdayanwii (Dashboard) vestaya Traffic melussuula
Sorr |
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59227 a¥euazuiunsesieau Traffic ludnuug Top N v8e Applications, ports,
protocols, services, packet size WasN13 conversion of flow ¢t
59228 dalAudeyasiuiugerurigiuioys welanunsaiSengdoya Traffic
doundalaliiosndn 30 3u
50229 USmsdan1sty Web Interface w3e Graphical User Interface 141

5.9.23 funsaldmIuldusmsdamsszuueiotie 911U 3 40 TnefinnauiRotnsaodail

59.23.1

59.23.2
59.233
59234

5.9.235

59.23.6
59.237

59.238

5.9.239

59.23.10
5.9.23.11
59.23.12

5.9.23.13
5.9.23.14
5.9.23.15

< 5.9.23.16
AN o YoV i

[

[

SunsUszanananais (CPU) lideendn 4 unundn farusdygn
mﬁmﬁugwu‘lﬂﬁaan*jw 1.3 GHz waviAUSIFYYINUTRN (Arufives
Tugegn) litleundn 3.9 GHz

fivtheA1UsLUY Cache Memory Tunaliiiasnit 8 MB
flvheanusman (RAM) afla LPDDRE wunaliesndn 16 GB
fviaednfiudeyaviia Solid State Drive yu1aAd U LidoEnd1 178
fuau 1 v

fleenweindudawuy Mult Touch dudalaniendulidesndt 10 90
Filounlitesndn 12.3 92 wazdanuaziBoalitesndn 2,736 x 1,824
Pixel (267PPI)

Senmimelulaguntessesdatu wila Coming Gorilla® Glass 587N
ﬁa"auﬂ'mﬂumsLLamwaLﬂumﬁmmﬁuummwwﬁﬂ WUy Iris™ Plus
Graphics 38N

Sivpudausouuy USB-A seninegnatoy 1 gos wavildeudourauuy
USB-C a8avay 1 %aq

fivaadeuseiuutiuiiun (Type Cover Port) LUULENANYNINTBIDUY
fiveaiiansio Headphone jack agnatiee 1 4os

fioudaude Card Reader uuuiinsenely athatfos 1 des

findpenti Front camera sa95uAIuaztden 5.0 MP alla 1080p full HD
Video Laziindomds Rear camera s035uAIazidun 8.0MP wiin 1080p
full HD Video w¥aulviiagaluli@ wuu built in

491y WIFI I#nnasnnsg IEEE 802.11a/b/g/n/ac/ax way Bluetooth 5.0
wwametaunseldauraieddlivesndn 10 Halus

Sutufant fasnusniwilng mendangy Anuusduiuiuuuams uagnen
wuRamiugnasnts isldausuaiadluzuuu Tablet wanudveifeaiu
Fuietes uaziiudy Trackpad Afimalulagsesiunisldauuuy Muld-
touch laitfaenin 5 90

flund Bluetooth BvaidnnfiufiuiAIasmouRnesniaue

|
NSUAANINT 2560(/@
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I 2 o

592317 fiuann1 Bluetooth see5uusInalel 4,096 556U d¥aLioafutuiados
AaumaS e

5.9.23.18 fisguulfuAnis Windows 10 Pro whoududvslday

5.9.23.19 i Microsoft Office Standard w¥ouAvEvisldanu

5.9.23.20 §i Software Anti Virus v¥eududvslda

5.9.23.21 §i Adaptor dwiudeusisldan fail
5993211 WouseszULIASETY RI-45 Swaupg ey 1 989
59.03.21.2 \ipusa HDMI Shuaueeatios 1 tos

5.9.23.22 ﬁﬂimﬂﬁvii%‘méa\‘lﬂamﬁ’lLG]EJ%LLUU‘WHW’]W%EJMqﬂﬂ’ifﬁﬁi@‘v\i’ld

5.9.23.23 #odldfunsursmenisatuayugunsaiozine Asgounsuniluguninl

=] ] 5 a v v oa < a v W o '
LAIANANNUIBNRRER WiE]U‘JU’VlWJLLV]U’\]']MU’]EJIU“LJ?L’WW“LV]B

5.10 AT ed1T0sInA (UPS) 111A 10 KVA 31W7u 140 Tnefiseandennuanezawzed el

5.10.1

5.10.2

5.10.3
5.10.4

5.10.5

5.10.6
5.10.7

5.10.8

Hurtessienszualnihdeiios (UPS) wlia True On-Line double conversion YR
Taisndn 10 KVA

Yoafudgym1duiingin Surge Voltage, Transient, Under and Over Voltage 13
Input wag Output 1ot

Epaunssudliihdeidesiiauadiuiuy Rack type
finnuanTirrausaduliivnd (nput) sarielud

5.10.4.1 Rated Voltage : 220 Vac +/- 20% %38#n

5.10.4.2 Rated Frequency : 50Hz +/- 10% v38finT

5.10.4.3 Power factor : 0.95 at 100% linear load

finnuauifgaaussduliihuneon (Output) Farelud

5.10.5.1 Rated output power : 220 Vac+/- 1% %38An71

5.10.5.2 Rated output Voltage : 50 Hz +/- 0.2% VEnhen!

5.10.5.3 Power Factor : 0.9

5.10.5.4 Crest Factor: 3:1

mﬂﬂau (Wave Form) lnwihanesniuwuy Pure Sine Wave

14 Battery wuu Seal lead acid 91m Maintenance free TngvuNnvad Battery 926109
foualitosndn 12V 9Ah Liganeiivy mamaq“LWﬁﬂwnuawumaﬂﬂﬁmmuaq
¥na1use load 7t Full load libitfesnd 10 ud WaganunsouiL External Battery
Cabinet lasesfunumaoilunisdrsaaluiln anemdslel
‘Mé’qmnmaéhiaq"LWansG’Taqlﬁ’fuaﬂun’mﬂ%alﬂr\ﬁum"mjuumma%uﬁa 90% 89

wumaeluszezinailiiiiu 5 97lua

[

C
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5.10.10
5.10.11
5.10.12
5.10.13

5.10.14

5.10.15

5.10.16

5.10.17

52UV Automatic by-pass Taoiadas UPS 980a by-pass szuvuldiifidneann
Inverter Wifugganmsuiiniuilagdnlus Weiiaig Over heat

i Maintenance Manual bypass Lﬁ'ammazmnlumsﬂwqa%’nm

Donadae UPS 1e Tuvnsiluifinszualwihainuvasanglvitavidn (DC Start Function)
melurssssenszualiiihseidessoiigunsaliiasiu AC Input Breaker
SwosnidourefunsnneiFilsruuUfiAns windows) wisugensALISMIUANLAY
AsIRdeUMIUTBNATsd o

gunsnlil port dwiu EPO function wengansien lunsdlignidu

f199 LCD w38 LED waneaniznnsiiauueuaiod wasuduiouan1isiinundnneg
¢ wA Line Mode, Backup Mode, Battery Low, Overload, Input Voltage, Input
Frequency, Output Voltage, Output Frequency, Battery Voltage etc.
fdyarudsaisugldanulinsdeiieg agatioefadl Line Failure, Battery Low,
Transfer to Bypass, System Fault Condition

gunsaiiAdasdrsealiii (UPS) auslisunissusesninsgiu CE EN62040-1

way EN62040-2 tewduagaan

5.119UnsailasuiA3a91e (Next Generation Firewall) 37u2u 2 Y0 Tnsusazgn d519aziden

AudnBuzanIzagwlee Al

511.1

5.11.2
5.11.3
5.11.4

5.11.5

5.11.6

5117

L%‘Juqﬂnitﬁ%’nmmmﬂaaﬂﬁaﬁzuum%ﬂha (Next Generation Firewall) WUy
Appliance F¥inaluladuuy Stateful inspection Tun13As1d@dy Traffice
TRsuen Hardware Ussananadmiuusnisannis (Management/Control Plane) uaz
wiheUsvananadmiudeya (Data Plane) 8ona1niiu

i1 Next Generation Firewall Throughput 40 Gbps

§l Threat Prevention Throughput Litieundn 21 Gbps

S83%Us1UIY Max Sessions tatitiaenia 8,000,000 sessions kay New Sessions
laivfosndn 280,000 RO

Sdondsurassuuiaieavie (Network Interface) 40/100 Gigabit Ethernet WU
OSFP28 vefnin st 4 ¥es nieuausluga (Transceiver) Wuu QSFP-40G-5R
agntoy 4 luga

fdasdauraszuulasavne (Network Interface) 1/10 Gigabit Ethernet WU
SEP/SEP+ Msefindn atavas 16 9ae wisuausluga (Transceiver) WUy SFP-10G-5R
athatfes 6 Tuga uazluga (Transceiver) WUy SFP-10G-LR ae1s1ioy 10 luga
feaadaunoszuuAIaUne (Network Interface) wuu Copper ¥tn 100Mb/1Gb/10Gb

w8 1/10G nisanin ag1aiee 4 909 wisildendounaszuuinionny (Network

/

/ v o
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5.11.8
5.11.9

5.11.10
511.11
5.11.12

5.11.13
5.11.14
5.11.15

5.11.16

5.11.17

511.18

5.11.19

5.11.20

511.21

~,

<
OV~

Interface) WUy Copper 1 Gb §1uau 4 Y84 uaz Fiber 10 Gb 31u7u ¢ o9 wiay
lugauuu SFP-10G-SR 9mu 4 luga

fivihednfudoyaszuy (System) Wuwuu sSD visednd Tneilvunaliteendt 240 GB
finiredaiutoyanisldanu (Logs) areludagunsaidasiuiniatiy (Next
Generation Firewall) M%Bﬁﬂﬁgdagjuuqﬂniﬂiﬁmiﬁﬂms Management/Control
Plane Tneiliileiiliosnit 2 T8

Songaerudeyanisldny (Logs) 1a

ﬁﬂéf'\ﬂugmwu Transparent mode, Non-Inline Monitoring (Tap), L2 uag L3 I

2519 VLAN a121a1m 35314 802.1Q VLAN tags lélaitffaendn 4000 VLANs n3e
1024/4096 (single eateway/with virtual systems) ﬁiaqﬂnsiﬂ 19n

¥ Routing Wuv Static, RIP, BGP waz OSPF lg

Ynsimun IP Address wag Service Port Wuu Network Address Translation (NAT)
waz Port Address Translation (PAT) 1ot

Wnsasisdeudeayanisidaru (Traffio fd19a SSL Men19%1 SSL decryption
(WawuU Inbound kag Outbound) visaiauagunsel decryption Wniudielvinldanu
YoMy Tmaqﬂns:ﬁﬁmumﬁmauﬁaqﬁ throughput lidaenin 28 Gbps
wansdoyaves Traffic laun daya User uagvueiay IP Address AuUNLazUaIEnN
Tngaursarieusuiussuunnsiigadsanu (Authentication Systems) \u Active
Directory %38 Single Sign-On e

Uostufsanarudseian Virus, Vulnerability uag Spyware 16 Tneau130dnway
Signature Tniuuusaludi@la

fi5vUUR193U Advanced Malware wuu Cloud-Based lmaluladuuu Sandbox
Lﬁ@‘l‘l‘fﬁzq Malware Ussianlumi (Zero-day Malware) Felaitly Signature wneu way
a%14 Signature FuiiteldostuszuuieSotelilnednlui
fvuaulgutenisidnfia website (URL Filtering) lag@nsnsnfnnuilazAIuANNIT
wWhiaduldimnu Category, Block list, Allow list Arvuale

%1 Firewall Policy Optimization w3aiiszuuitAsies Log Ar8n1514d Machine
Learning Ma@1u130341A3 8% Log wazuuzin1saing Security Policy TmiiRuAy
NNNFIAIEA Traffic logs n1elusedng lnefiannuaiuisalunisvia Architecture
review, System Health Check, Configuration audit uas Configuration change 1
Sungautieyaues Data luguuuuvesnswitalfuazansmihmenume i oy ol
5.11.21.1 Top Application, Application Category

5.11.21.2 Top Source, User, Destination

5.11.21.3 User activity report
[
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511.22 ysie9u SuiUulsimenumuaudenis luguuuy POF Idluetles niou
WamananaeseeuEumg Email wuusaludild

5.11.23 dafiuliuiindeyalasds Syslog w3 NetFlow wsa SNMP UffaseuUInn9AIBYIY
fisesfunnantRRana e

511.24 UIWISTANISHIUNIG GUI Software n38 Web User Interface wag Command Line
Interface 17

5.11.25 fosieusasruuiaieris (Network Interface) WU 10/100/1000 ¥38ANI1 3835V
Mslgeu High Availability Wuu Active-Active uag Active-Passive 161

5.11.26 ¥ULUY Transparent Mode ¢t

5.11.27 il Power Supply WUy Redundant fi@nunsa Hot Swap 1¢ egtios 2 miaw

511.28 AauTEUIANSBULUY Hot Swap lneuensnewinan Power Supply

511.29 sumsiusennasgiused FCC uag VCal Wuoglioy

5.12dned085 (613
5.12.1 aneveuntilaaeglnindes (Unshielded Twisted Pair) wuu 4 gy vila CAT 6
5.12.2 gudedsiauniuuunivaisuaznislug Rack seudubiilussideuivuion
Tnofl Label fnfiaevisansdne uasyne seee 5 w3 agnasiunarlivaneenlaede
Tneiiswasidunvostoyadsil
5.12.2.1 Yeyavesgunanifums Ussnaume
5.12.2.1.1 Fessuu/dedevedlasins
5.12.2.1.2 viangia Sticker ¥89gUNT01 WagvuIBLaY port
5.12.2.2 Yeyavesgunsailaenis Ussneumae
5.12.2.2.1 Jaszuu/dedereslasenis
5.12.2.2.2 Maneiay Sticker v83gunsnl Lagvnelau port
5.12.3 gedesns UTP fduneluenans (G Fossimsteaiunisfinunzuaamy u n1sss
ansluriowmdnnun (LM.O) wisvewmdnuid (EMT) ndeviagauinan (FLEXIBLE
CONDUIT) 1fusiu
5.12.4 v RJ 45 Addaueaudalimnii CAT 6

5125 agdnanseesnnnaasnisweniaiuanslwii

5.13a7¢lWHA (613)
513.1 aglvihdiduniuuunsiafuansuaznielug Rack Foanuliidusadousouion
5.13.2 Outlet soaduiuy 3 91 (@ Ground)

5133 aglnihildiouialisinit 2.5 asedaans

[
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513.4 aglWihduauiuisaduatsuazaislug Rack deaduliduszdsusevies
Tneil Label fnfiuaneviaasdng uaznng sees 5 wns sghaiunauazhivgneenlaodie
TneiiswazBomosdayadil
51341 Feszuu/Aodevedlasenis
5.13.42 wunelav Sticker ¥aegUnInl

5.13.5 anglwihiiAunisluaians (§f) esdinistesfunisinunzuemy lnemsieany
Tuviewdnyun (LM.C) waviawmanue (EM.T) visa viegewwdn (FLEXIBLE CONDUIT)

5.13.6 lunsaifimalwitien Ups ldifissweranisldausugunsallulasaniss duresos
dudunsanmssuuagliiiuiy Waunsallulasanisa ansaldaulieda

= a a
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7.1 NISLASEUNNSNBUNNSAARA

HY18ABININITAN
(VA nIUFAANINTAIUEN

wialulagdansauwmalagnisaaansnnun Aed

v
o

sgunsairinag Tulasenis a nauganing augaianslude 7.2.2

£

o da U 9 < ¢
SzasunUasaniuiirndslunevds) auiinsuraning laogud
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a

7.1.1 mMsReme wusnmsandumsilu 5 Junau el

7.1.1.1  dwuniniviavualvinsuAaniIngnsavEey Aelurneun 1 neuilufinna

7112  @uswuuuwlavanuiifasslinsuganing Wianuiueuneulaelimilsds

71121
7.1.1.22

fedensvudregunsaling 9 ludsieaniasnouiiames

heramsiluinisiieinm

o o ) a ady a O a a
7.1.1.3 ﬂ'ﬁLﬂiUN?SUUIW“NW&WM?US%UUFI@NW'JW]a'ﬁf dunsmﬂﬂaqmﬂWQLWNLﬂu)

7.1.1.3.1
7.1.1.3.2

711353

Wuszuulwihfivenanssuulndhdldsuiunsasddaus

fi1995A2UAY (Circuit Breaker) d1m3uszuumsufinnasuay
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