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2.1 iwmsixuumauﬁamaﬁﬂi\amsu‘%msﬁ'ﬂmﬁzuvmsaummﬁamwﬂumﬂaaﬂﬁ'ﬂ

Usenaunie

2.1.1 Lﬂ%aﬂauﬁqma‘;’mhimﬁm%’uszuw‘%msé’ﬂmﬁsﬂ'aadaami 890 Fujitsu Ju RX2540

2.1.2

M5 §1unu 1 9 Teeliseasdenquadnwuzianizagnedos fai

2.1.1.1

2.1.1.2

2.1.1.3
2.1.14
2.1.15
2.1.1.6

2.1.17

2.1.18
2:1:4.9

fivihgUszanananans (CPU) LU 22 unundn (22 core) dmdumoniinimasusl
118 (Server) lasiamiy uaglinuiSrdyanamniniiiugiu 2.1 GHz $1uau 2
Ny

MeUsEaIaNaNa (CPU) 5893UMSUSEUIaNaLUY 64 bit SMUeALS LU
Cache Memory 30 MB

fvireAudman (RAM) vl ECC DDRE Tauud7 512 GB

atluayun13YINeIY RAID 0, 1

fimhedniudeya (Hard Drive) villn SSD flenaq 3.84 T8 S1uau 8 e
fimiedaiudeya (Hard Drive) ¥iln SAS fiflaruiSa5eU 10,000 seUDUT
wazdiAng 1.8 T8 druru 8 wihe

fimhedafivdaya (Hard Drive) wiin NL-SAS iflnanu$aseu 7,200 seusewnit
wazdin1ug 10 TB 91uau 8 nie

il DVD-RW wuufindaniouen (External) 97u2u 1 “ae
foudeusosruuaiodny (Network Interface) wuu 10/100/1000 Base-T huu

Dual Port 97u7U 2 wiqe

2.1.1.10 TYeaveusassuuiAietng (Network Interface) LUy 10G $1u7U 2 wihe N3oU

Tusa
Y

2.1.1.11 &I Power Supply WUy Redundant $1u7u 2 i7e

2.1.1.12 #szuuUiAnis Linux Redhat Ju Enterprise Version 8.0 §7u7u 1 i1

&V

wasnsneuiinesTindn Ee Apple fu MacBook Pro $1uau 1 4 TnefisieaziBen

q
v

ANENYUIANIZaETTRY il

21.2.1
2.122
2.1.23
2.1.24

fmheUssanananans (CPU) wuu Intel 4 wnuvidn (4 core) MU 1 N7
HeaudIman (RAM) 571487 8 GB
fmhedanudeya ¥ila SSD vwmmmg 256 GB $1wau 1 wihe

100N VWA 13.3 19
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2.1.3

2.1.4

2.1.5

2.1.25 awnsaldauls Wi-Fi (EEE 802.11b, g, n, ac) wag Bluetooth

2.1.2.6 % Optical Mouse

2.1.27  HszuudJURn1suuu MAC OS wag Windows 10

2.1.2.8 §l MS-Office Ju Standard 2019

gunsaldesiunisyninlanfiszuy 1A30918 (DDoS) WUU Hardware Appliance 3]

aandaenssuuuy Stateless 8% Radware §u DefensePro 20 S1uau 2 Y0 logusaz

Y0 IwaziBonnuanuae foil

2.1.3.1 1 Throughput 2 Gbps

2.1.3.2 1 DDoS Flood Rate 25,000,000 pps (Packets Per Second)

2133 iideadeuseszuuiaiatng (Network Interface) WUU 10G-SR wioulugauuy
SR 9uu 4 Tuga

2.1.34  aursadesiunisloudneluss gy Layer3, Layerd, Layer7, SSL, DNS, HTTP,
Flood Waz Sweep 1@

2.1.35 @1u1905995Un15LauAenu TCP Flood, UDP Flood, SYN Flood, DNS Flood,
Application Vulnerabilities, Malware, Protocol Anomalies

2.1.36 a@1u150Ue9nun1slaufAnLuy loT Botnet Flood, Brute Force Web, Web Scan,
Blacklist

2.1.3.7  gwnsadesiunislauiluuuy Geo Location Base wae IP Reputation Id

2.1.3.8 i Redundant Power Supply WUy Hot Swap

sEUUUSsIansgUnanillasiunisyngnlaudssuuiaiadie (DDoS) E%e Radware U

APSolute Vision 4111 1 9a nefiseazidenandnuns deil

2.1.4.1 @308 Log File Wu Syslog 161

2.1.4.2 1 Dashboard Lﬁa@ Traffic, Security Event, Attack Source 1@

2.1.43 i Dashboard dmsunsiaaeu System log ¢

2.1.4.4  @1315999N31897U WU Threat, Source IP ¢

qﬂnsnﬁ%’n‘h}’lmwﬂaaﬂﬁﬂ Web Application Firewall Wuu Hardware Appliance 8o

Imperva Ju X4520 $1uau 1 4 nefiswaziBennudnums deil

2.15.1 fpudeudeszuuiaiots (Network Interface) WUy Copper 31U2U 8 989

2.152 fveudeusiossuuiaTetny (Network Interface) WUy 10G SFP+ U 2 Y9

2.153 fuheaudi 32 GB

2.1.54 3 Throughput 1 Gbps

2.1.55 Hwvthedaiudeya (Hard Disk) 2 TB

2.15.6 I SSL Acceleration MienfiuuszdvSammsaensviatoyadssian HTTPS
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2.1.6

2.1.5.7 & Power Supply WUy Hot Swap
ol TUTIMsIan1sdeyansiasreuiaumes (Subscriptions) 8 Splunk §u Splunk

Enterprise Version 8.0.5 Fsiiavandnnsldey 10 TR

22 @wdsarsnaeluennis

221
222

223

224

2.2.5
226

aevesunsvilaaegUnndes (Unshielded Twisted Pair) wuu 4 gene %iin CAT 6

anedoans UTP ﬁLaum&ﬂumﬂﬁﬁmiﬁaqﬁumiﬁ’mmwaqm W nssesaneluviowan

v (LIM.C) visaviewinuns (EM.T) wSe viewidnsou (FLEXIBLE CONDUIT) udy

anedeansiiiumusdnsuayuutinmany fnsduiifadauasndussidouioudon Wy

Tusiifide Husy

aedemsiiunuiumaiy fnsduilfusedeudoutes wy ldoglidoundadnsou

a0 uazdl Label finfiuanevianstne (Foyaiivaeaneieassdnansety) Tngld Cable Tight

nsdlifinfiuaneany vield Label finil Wall Outlet Tnefiguuuuvestoyadsil

2241 Fu/Rewd fivhnshnssanedeans

2.2.4.2  Running No. $1uu 2 %é&n Taei3uan 01, 02, 03, ... WU finsRnseanedoans
Fuil 1 quaWus 2547 Sy 2 97 2ef3UuuY ddmmyy-Running No. agtiu
Label fivaevisasstneves 9ail 1 e 010247-01 waziuameiaaesdrawesni
2 f® 010247-02 Jusy

Wall outlet l¥fanautFlsishnin CAT 6

W RJ 45 MdfiinuandRlaisng AT 6

2.3 szuulwdanielusians

23.1 aﬁEJ‘LWW']V{LaumUiuaﬂﬂwsﬁmiﬁaaﬁumiﬁmmmaaw lnensfesansluviomdnnun
(1.IM.C) vi3aviemadnu (EM.T) vi3e viewdnseu (FLEXIBLE CONDUIT) fugy

232 el usmudwlaasuuiineny fmsfuiiiadauazdussifoudeudon wuy
Aulusefidendn Budy

233 aeliiiiAumufiunaiy Tnsduiifussdeudoudes Ineldogiidon vdudasay
ae Wusy

234  anenluenensiuaeil Wall Outlet

235  Outlet Auwuu 3 an (& Ground)

236  aneliihilddawsliliing 2.5 ssediadiuns

2.3.7 szwlw%m%'muﬁm%'mswﬂauﬁ:}ma%ﬁmﬁmgﬁuaﬂaaﬂmﬂiswlw%ﬁﬁmuﬁﬂﬂ
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3.1 msuImsuaznrseEuayu

311 FFuheiesaivayuuazlimusnwiuugthiieatunisld Software nnemdeiinga
3.12  gSudsdesinusutudimifiveansuganinslunisuimsaulasanist siuds

nsd@euledeyatussuvnudu 4 Miferdosieliuinsqaninsivssininmaasn
LGl

4
313 nadlfinsugamnsfesnisegimuny/dfulgssuuauiuby mnveuiniiseylSludoyan

e

1Y o

videainiumslilaesangn

af

a

w’{aq%’mLmam/ﬁ’mmizuuiwifmﬁamuiugﬂLLUU Web Application #1#%

e eXp
ofle

=

e

i)

3.14
NINAANINTANNTAEENY/MTIE0U/Tnfiuis1eunugUuuuiinsuaaninsivuald

AaBALIAN

3.2 nslivsmsungednwnazdeuusuudly
A3uinsienimstgeinwdenusuudlunay/miewdsuunussuunsuiome s Tiogluy
an il denldRsaiy
3.3 vaulwansiuinIsUngesnen
33.1 % Preventive Maintenance iiieliszuunouinmesedluanmildanlfiduunaasos
waiuszAvnSameaseiian
332  uhlvdedadewin q MiAsTutussuureufinges
333 feunsuuilouay/mieiasuunudndldonulily vieldmuldudlidulumuanmuni
VBITTUUABUIILADS
334  UsuursUssdniain (Performance Tuning) seuumanfamesifiaiiuyseansnnly
AsThauselugued Security, Performance Reliability wag Availability
335 a¥1ami19e (Screen) Az31897U (Report) LiFuaNssuLuiToguds Wonsumaning
Yowe vaiimsadimiiee LLas/w%aiwmuﬁ?u%ﬁmlﬁL“LJé"&Juiﬂ'sda%"]wé’ﬂﬁuaqgwu%'aaga
Inensuraninshiseadealitngla qiau

a '3

33.6  UFulsaudleszuunuuazTusunsy Wiaunsoviausandussuunisfigadfmuuuusau
#Aud (Single Sign-On) nnsumaninsldauey W303TUUNUNMIRglfnuLUUTINgUE
(Single Sign-On) lmsifinsugaminslddamiiieothunldau iensumaninsdesve Tnensy

Aannslunudearldanela qvieduy
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3.4 A1 Preventive Maintenance (PM)

341 m3vgssnwIssuuAeNimes Server, Gateway wazgunsalrows

34.1.1

3.4.1.2

F5udredosssynemsiidesih PM mns1enstafifudteinnsanudaiiuill
arwdndudes PM hssylewdoumnua
ASUdRadueIwasdunueIn1svin PM lasuenniudosienisvedssuy
ARNTIARS urazyiagd

(1) Feswnsivih PMm

@ anudvaznanildlunisyih PM

(3) 33s/Funouresnisviney

(4) 3FN1IVAFOUNITYINIUYBITEUUY NEIN1591 PM 138ue8udrinseun

o Y o a
YUl Afadu

342  nmsvieinwiaiesnauianesuddiswazgunsalreine szuuieedns a1edeans way

gunsaleng q edwtiee 3 iWeusie 1 At Tnedfudedomds

3421

3.422

3.4.23

nsngesnwIAIesnNilnesudvIsLasgUnsaifonis ssuuIATeYIe e
44' € 1 YU Y a - 1= o & v 1%
d8a13 wargunIalang 9 fsudneinsanuaiubidanududuies Pv 19

TEYMHG

(7
v v

lunsvh PM dudiesvilunanfinsenunsziteusensufinuvesnsumaning

14 L4 a

feuiign §¥ud1e douausssaziBuavesnisvh PM Tnsuanmudoussssuy
\3etng usazingil
(1) Fos1ensiivh PM
(2) FBmydumeuresnu
(3) Funawazanuifivia PM
(@) FBnsmeasun1sinnIuLesszuu wdensvin PM 1Seudesndainssuun
vinule firaliu
%ﬂﬁpﬁ%’uﬁwé’aqﬁqLLNumiﬂwqq%’ﬂwﬂuLwiasmm TnoszyTuil anuil uas
mhonuiiegdwiins PM Tnsun neudeunsi PM Tuusazsinded
(1) wnnui 1 nelu 15 Sufuusfuiidyansus
(2) wnait 2 (i) melutuil 15 seaieugnthevesnnnuit 1
(3) wamanit 3 Ehil) melutuil 15 veaieugahevesnanui 2
(@) wamanit 4 (i) meluiuil 15 veaieuanevssnnaui 3
nstlfufl 15 veuieugainsvasusazInunsTuungns s Tifds

Tududalufnsus vaduwsnluna1senis lnedasausanaii audwalulag
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TATIMSUSMMTIANISTEUUENTaUMALRaAN LT LA aansE

ansaunAkaznITEeans mniuanfuiidivue visununisurgesnwadslal

t% % Y v v ¥ U v dy
ONABNATUNIU qumamawanﬂwmm Junall

- nsfdunun1singeine gndesasudiu e detuainiudisivua
nau fAnAUSuludmesuiiiu lusnsfuas 2,400 v il wwwes iyl
Hudu 15y
- n3ddwnunistigesne ligndesasudiu ud denelufuiidivun
nsu 9zAnA1UsU TudiuvesTuiiAy & 5’u1’7id<1Lmumiﬂﬁq%’ﬂmﬁgﬂﬁm
asuiu ludns1iuag 2,400 uw vt ivwesTuldudy 1 Yy
- nsdldsununisingesnw Ligndesasufiuuas deiuainiudismun
n3u szAneUsUlud e suiii e Huidwnumsthysnnfigniesasudau
TusmsnSuag 2,400 U el ewvos Ul 1 $u
3.424 v PM Gugudhaseni PM eghedie fell
(1) n3dilunansivns desnsgvudenisujifcurendimiiigldssuy
Aoufimesifosiign
(2) w3rvEnmLazyMNAYRIANIEUBNYEY Hardware TazenniSeusosuas
agluan il donlaRsaiy
(3) M919@ABUNSWUYBY Software Mg 9 Tiaunsaldawlansamiu
@ dlevimsthgeinmiszuus Beuesudifemadeunisiaiudissuue
TFulafdasy
3.4.25 »373&0U Label Lauﬁﬂsu@amﬂsaﬂag wwmwudwag’tuamwﬁﬁi"@ﬂ geyning wag/
viseteyaauidourieadhiannsoduuay/viadlaldintueeisls {Fuiios

)

v Label Mg daguazgluuumuiinsuraninsimumhlufanauny Label iy

¥

mnaTIInugFudlddniunisdandtn §udrefessenlfnsuganinsusu
nefnA1USuludns Label ag 1,000 vnsetu (Tusausuiinsumaninglésy
WITONTIINY)

3.4.2.6 ﬂﬁ’i‘U'ﬁQiﬂU’ﬁuUUﬂ@iJW’]Wla‘i ﬁ’]‘VT‘i‘U’E]‘UﬂiEUV]DE U‘\]'Nlulﬂwﬁﬂ’ﬁU’]Niﬂ‘H'] N’i‘U

[

"ﬂ’NW@QEJUEJ’E]ZJIWﬂiN“’] Usu UUWQLLG]’JU‘V]LilJG]"LJ‘U’ENQ'Jﬂﬁ’]ﬂﬂﬁ’]ﬂ‘l’lﬁﬂ?j(ﬂ%@ﬁ\‘i?ﬂ

udu Tusnsarusu 1,000 v/ Su/nses

o/

3.5  MIsUSASAaanaedyy

9 v

Vs

ASudnedesdalifivinsnasneigduyg Tnednmyaainsifinnuiauaunsodioly

v V]

:f

v

Auuzihuazudledgmbiuansuraninsidefesverislunasueniiansivnisluyn q anwuiifage

syuuRpuimeIsludunauazduging
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3.6 msUrgsinwuaziaun Application Software (§1)

Hiudeiesimsthgeinwuasiun Application Software favaalneiaauin fail

361  uhlufedadoiinduiomn suilsunandefisnarsvosssuvauuarTusunsy S
AsNAANINTIEFUsaUTEUUUlULAI AR

3.6.2  USulsaudlussuununaglusunsy (T.meﬂ,aiL1J?{auiﬂiqa%fﬂawé’ﬂmaqgwu%'aga)

3.6.3  UTulaaUszaNSnn (Performance Tuning) Y9952 UUULaEIUT AT lUFuATY
agpInvaly Anusalunisviay LLasmmﬁumﬂaamﬁwaﬁswmuuawﬁagaﬁ’;EJ

3.64  @31998 (Screen) LAEII9U (Report) LiiniNaINTTULIILATogLE Tnelaiiudey

lassaadnvesgudoya

3.7 System & Environmental Software Maintenance (8131)

s

371 giudnedasiinistigsdnuinasuiladedadesues System & Environment Software
uazsenhlnglinsgnunseiouiunsudionuuesnsuraning tesdin
372 mssdumshude 3.8.1 assieaunsavhlésis Remote Dial Up wae On Site Maintenance

3.7.3  dlelimsiwaguuas ufly USuuse wisidu Software Tudnuwaiznts Update %o Release

% L' e v

Version Tl fudnsasudsliinsuraning nsuuazaninnsimdouveiienansnsians

Y

Tunsld Software fananansougiiousznounisiinds sl woulknsumanins
Lagvinseustiminivensuganing Tunmsth Software fnanundnsidlinsuaaning

& °o B v = P v Yy v v o a
Uy mnadunenisiasunlas Software duiiisades §5udnsdosinnisivdeu

¥ 2

Software gulvithe nMssudunsvimundresugiuisedaifnaldaeln « fdu

374 nsdifinsuganins daduladioglaild Version Inil diudredoddimsatiuayu version #ld

i
LV v !

agilussaznanldtosnit 2 U usaudSuiieen Version lvai

3.8 NITYIULINLALVLAL/MSDUATUNALNY WazN1SUSURIUUSAIS

3.8.1 NISYRULTULALYTTUUABURIADS

o 2/

uieesdamsdenuailuszuunsuiamesldegluanmldonldfnudni

e

[

MRBATZEIIAINTIVUTEAUANNTIFAUNNTBIMUEY YT YINTELLURBNAImDITAT D
b2 o a % dy
ALFHIANLLUNITAIY
3.8.1.1 sausudnnstonuNLAluLas/M3atdsunaununiely 1 99lug dnsy
f8 2.1 - 2.2 Punnnafildfuudennnsudaning smnguieEudanisdouus
wnlvlag/vsaldsunaunuiuniisseziianiininue ASuiedoseanlinuy
U5 TneAnausu (unaiaflasundsannnsy) lusnsidhlusay 2,000 U
Vietiewvastalustmiuidu 1 $7lus
v v L%

3.8.1.2 nsYaukvuwnlunute 3.8.1.1 A3udnesosdanisldssuunaufinnesmuded

2.2 lgaulamuuniatelu 3 F2lue wag svuuAuRImeSA Ut ef 2.1
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Tgalamuuninielu 6 dalus (Fuusafildsundeinnsuy mude 3.8.1.1)

MINATUI Do ULIULA LURAL/NS DU AU UNALNULAUNTIS L8 a1 S AU

Y

Asudnnessanlinsus UsulaeAnausu (Tuwanailasunsdeannnsud any
U9 3.8.1.1) lusas¥alasay 2,500 v adidwvastlualsniudy 1 999

3.8.1.3  wnllaunsadeuusunilyssuunsuiimesnuded 2.2 suds 3.8.1 19y

% L4 LY

lomuund gsudnssesdnnisifszuuneuiumesminanvhanlddnsnlunais
nou Melusseznainvuasudes 3.8.1.2
= o a ¢ ] < v
nsaN1sLUaBUsTUUABNRAmasS AU lRLAnsLY Wun159a519

3.8.1.4  nsdlfgfudsseasdazivdsusrsuunoninnesnaunudunistiasaiielild

s L%

ulalunarenauiy (mude 3.8.1.3) ITUUABLAUARSTESUT1 N UABY

NAWNUEIATN PosdaudnunesianIzduni, Brand Name wag Well-Known

v v ] a

Iﬁﬁ’]ﬂ’jﬂ’iSUUﬂaﬂJﬁ’JLG]EJ%L@&J‘?]EE‘EU 1MUFAFILALSA INNLNSEUUADNRILADS

NiAMENYUZIRNIYTUAI, Brand Name tag Well-Known frninssuumauiinmes
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