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424

4.25

4221 fiaruluiseessuuniunussuulaietne Software-Defined Network
Controller (SDN Controller)

4222 femudemgluSosssuuaietioidueg wasiivszauntsaflunisian
SEUULAS DL

4223 {fueufiil Certificate CCNA %30 Certificate Tusgauifeniu veandn s
fvauslude 3.3.1 - 3.3.8 Sunulitesndn 3 au

4.224 Ffueufiil Certificate CCNP w3e Certificate Tusgsuifinaiu vaandn i

]
o

Adnauslude 3.3.1 - 3.3.8 $rwaubitesnin 2 au @eeddiluynna

[}

Wenfufiuiuau 9o 4.2.2.3)
0225 feudeudilasazaunsodoasmeilngldifustied uagiimunslely
nsvinudmsuliusnsuagaduayu (Service and Support)
4.2.26 Usrdeglulsselng weamnsaliudnsiiazan sansa wagiium
4227 wnfianusnduiiasdeafuldouidin yransuiefinnuiiiuiinvey
seminamsanfulasinis fuisfowudslinsuraning Aarsuiuyeu
Taitfesndh 15 Fuvinns Aeudfurdsuidiu yaannsudeiinanlasinis,
4228 lusswinssuilumsiasgunsaiine Tulassnis (Rdludiuwes Hardware
waz Software) zdosiiiuulude 4.2.23 Srwiuetwiey 1 AU wasineu
lude 4.2.2.4 Smnuetelos 1 au hsamdifumsdioynass
frnedesiufioveusedvitnsuazavans welinsumamnsivslunsldan Hardware,
Software uay Firmware U833¥UUTavLnBg ugndBsmangvinevnninnsiing 1361s
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uni 5

TUALLBUAANANUALIANIZUDITTUUABNNAABS AU Hardware

5.1 gunsalnszanedyymaiadienan (Core Switch) 31U 2 ¥a lnsudazyalisieasiden
Audnwuziawizasetoy fail
511 ugunsainszanednynyin Layer 3 Switch 71fl Switching Capacity vuialitionnin
5.7 Tops wasiiusvansainlunisdesudeya Forwarding Rate #38 Forwarding
performance liloanin 2 Bpps
512  fnvdreainusvan (Memory #38 System Memory) oiia DRAM %3931 9uialyl

YJaenin 16 GB

b

fimireAusn Flash Memory 1138 SSD w58 NAND Flash vunalaitiesnin 64 GB

513 .
514 fdeudeudessuuiaietie (Network Interface) wuu 100 Gigabit Ethernet QSFP28
v3gdnd1 1uulivesndn 10 9o wisuiausluga (Transceiver) EveLReafuiu
gunsafiilaus WUy QSFP-100G-LR4 aghatfos 5 Tuga uazwuy QSFP-100G-SRd wia
QSFP-100G-SR-BD agwilay 5 luga vieiigulvimisini
515 fveudeusieszuuedetis (Network Interface) wuu 40 Gigabit Ethernet QSFP+ ¥3e
findn Saulitendn 32 des niouausluga (Transceiver) Bvaifenfufugunsalil
\@usluy QSFP-40G-LR4 atneifar 12 luga wasuuy QSFP-40G-SRA %38 QSFP-40G-
_ SR-BD w38 QSFP-40G-eSR4 aehtlae 20 luga vieifisuvimiedinit
| '5.1.6:} fideafouraszuuintatne (Network Interface) WUU 10 Gigabit Ethernet SFP+
ST vEedndn Sausulidenndn 24 veq wiouausluga (Transceiver) BvaiAgafiuiy
gunsaiflauauuy SFP-10G-SR aeeiey 24 Tuga visauisuvimdeiinid
517 ﬁwmumwmmgm [EEE802.1D, IEEEB02.1w, IEEEB02.1s, IEEE802.1p Waw IEEE802.1g 1
5.1.8 ¥ EVPN VXLAN Anycast Gateway uay EVPN VXLAN Routing and Bridging a
5.1.9 %1 Port Aggregation 38 Link Aggregation AUNIATFIY IEEE802.3ad wagld38nns
nszanedeya (Load Balancing) 1t
5.1.10 ¥N9ULUU Active - Active 16
5.1.11 fwuaAmuAIwA1stAUINMT Quality of Service (QoS) Fareluille
5.1.11.1 Classification : Layer 2 header, IP header (Layer 3) Wag TCP/UDP header (Layer 4)
5.1.11.2 Queuing :
5.1.11.2.1 Priority Queuing
5.1.11.2.2 Bandwidth percent %38 Bandwidth Remaining %38 Rate limiting

5.1.11.2.3 Weighted Random Early Detection (WRED)

S
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5112 ,“1;??'1 IP Multicast routing protocol kuu PIM Sparse Mode w&g PIM Source Specific Mode 1]

5.1.13 v IP Multicast membership WY IGMPv3 Snooping, MLD wa IGMP filtering 16

5.1.14 Awuamslesfiunsdeinudeyase IPvd ACL uaz IPv6 ACL 16

5.1.15 dafivdeyaadinnisldauaietis (Flow Usage Statistic) nunnsgu NetFlow vi3e
sFlow 30 jFlow %58 Netstream 161

5.1.16 auayun13vin IP Routing Protocol laiun Static Route, OSPF, OSPFv3, IS-IS, BGP,
Virtual Route Forwarding lalitiosnia 200,000 routes/prefixes

5.1.17 aduayudiuiu MAC Addresses lalaitfasndn 82,000 addresses uag¥in VLAN la
Liiveendn 4,000 VLANS

5.1.18 aduayunisasruasetieiaiiou (Logical network) uuLAzatnevan (Network Fabric)
meluslaasa VXLAN 16

5.1.19 filsiduiitestunislaud vieyngn wuusneg deille
5.1.19.1 Per port Broadcast Multicast #39 Unknown Multicast
5.1.19.2 Unknown Unicast Storm Control
5.1.19.3 Port Security
5.1.19.4 BPDU Guard %38 BPDU Protection
5.1.19.5 Spanning Tree Root Guard %38 Root Protection

5.1.20 verusaufurenawlfiiies895unN15M19uLUY Software Define Network (SDN)
fiavelulasamsils

5121 atfuayun1svih Network Telemetry \lansivasuaniusuasgunsaliaotalel

5.1.22 il Console wa¥n vila RJ-45 ¥3ouuy USB (console) agatios 1 wasn

5.1.23 Uiwisuwazdansagunsadsg CLI, Telnet, SSH, NTP uag Syslog 1a

5126 fiaauszuieanudeudsediannsanendsuldluvueyiinu

5.1.25 §i Power Supply 4UU Redundant fiansnsa Hot Swap ¢ aehstios 2 e

5.2 gunsalnszaedyanniesetneses Distribution Switch) WUUTl 1 $1uau 4 yn lasusazyn
| figaziBunauinvusanizatieliay fall | |
5.2.1 ugunsainszanedyaqa Layer 3 Switch 51 Switching Capacity vunnlitieenin
3.2 Tbps wazduszansainlunisdsirudoya (Forwarding Rate w50 Forwarding
performance) ldtioanan 1 Bpps
522 fimheaudmdn (Memory w3 Systemn Memory) auialitiesnd 16 GB

523 fiviheanusa Flash Memory 38 SSD %38 NAND Flash suinlidesnin 64 GB

Sperone”
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525

526
527
528
529
5210
5.2.11
5212
5213
52.14
5.2.15

5216

5.2.17

52.18
5219

~ 5.2.20
(QCmC(‘/V

fioadouraszuuniatie (Network Interface) wuy 40/100 Gigabit Ethernet QSFP+
v3efnd1 Swauliifesndt 4 4es wiewmaueluga (Transceiver) Baifeafufugunsal
fiierus QSFP-40G-LR4 athatiey 4 Tuga

fveudourassuuaIotie (Network Interface) WUU 1/10/25 Gigabit Ethernet SFP+
wienin Swaulidesndh 48 vaa wiomausluga (Transceiver) Bvfeifienfutugunsel
flausuuy SFP-10G-LR agatiay 48 Tuga

ﬁ'mumummgnu IEEE802.1D, IEEEB02.1w, IEEEB02.1s, IEEE802.1p Waw [EEES02.1g 1]
¥ EVPN VXLAN L3 Gateway %58 EVPN VXLAN Anycast Gateway 161

i1 Port Aggregation 3@ Link Aggregation ANuNA§ 1 IEEEB02.3ad uazldiBnns
nszaedeya (Load Balancing) la

R mslifUiNS Quality of Service (QoS) faaluills

5.29.1 Classification : Layer 2 header, IP header (Layer 3) way TCP/UDP header (Layer 4)
5.2.9.2 Queuing : Priority Queuing wag Weighted Random Early Detection (WRED)
1N IP Multicast routing protocol kuu PIM Sparse Mode Way PIM Source Specific Mode 1ot
1 IP Multicast membership WUy IGMPv3 Snooping, MLD Way IGMP filtering a
Amuanstlasiumsdeiudoyade IPva ACL wae IPv6 ACL 1
Jauiudayaadinisldauniotne (Flow Usage Statistic) masnnsgiu NetFlow w3e
sFlow %38 jFlow %30 Netstream 161

atfuayunsvi IP Routing Protocol i Static Route, OSPF, OSPFv3, 1S-IS, BGP, Virtual
Route Forwarding lalsitipenaa 200,000 routes/prefixes

aduayusIIuIu MAC Addresses Lalitiaendn 82,000 addresses kazyin VLAN
lalsivendn 4,000 VLANS

atuayun1sasIuaIeteiaiieu (Logical Network) uuiaiatnevan (Network Fabric)
melwslanea VXLAN 1

fiterduitiostumslon viayngn wuusag Feills

5.2.17.1 Per port Broadcast Multicast %38 Unknown Multicast

5.2.17.2 Unknown Unicast Storm Control

5.2.17.3 Port Security

5.2.17.4 BPDU Guard %38 BPDU Protection

5.2.17.5 Spanning Tree Root Guard %39 Root Protection
VUL Active-Active 161
¥irerusaufugenduasifiiosoadun1sfineiuuuy Software Define Network (SDN)
fauelulasansild

W ° o ¢ & [
au‘UﬂHUﬂT]TVl'] Network Tetemetry LW@WT)?]ﬂ@UﬁQ”!UWU@QQUﬂ?mLﬂsﬂ‘?ﬂﬁﬂﬂ
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5.2.21 i Console wosautin RI-45 wsaluy USB (console) agnetiae 1 nasn

5.2.22 vimsuazdnnisaunsaifie CLI, Telnet, SSH, NTP waz Syslog la

5.2.23 InWnaussuieausaudisesiaiunsanamasula lunsyinanu

5.2.24 31 Power Supply WUU Redundant #iansn Hot Swap ¢ aghsties 2 wie

53 a‘dnsmnumaﬁmmmmsamaiaa (DIS’CHbU’CIOh Switch) LL‘U‘UVI 2 31U 2 Yyh Tneusag Yya

mswaztaamﬁmawmsquzammaa VN‘U

531

53.2
533
5.3.4

535

536
53.7
538

539

5310
5311
5312
5.3.13
S

Jugunsainszanednyans Layer 3 Switch 713l Switching Capacity yuralifasnd
3.2 Tops wasiuszdndamlunisdedrudoya (Forwarding Rate 158 Forwarding
performance) lsitioanin 1 Bpps

fmheanusman (Memory %3 System Memory) vunabitasnin 16 GB
fimheaudi Flash Memory %38 SSD %38 NAND Flash aunabidaenin 64 GB
fifpudeudasyuuiAiatne (Network Interface) wuu 40/100 Gigabit Ethernet QSFP+
vioini1 Sunlitfesnit 4 des wiemausluga (Transceiver) Bvawieniufugunsel
flaus QSFP-40G-LRe aehatiey 4 Tuga

Svoutounasruuiadatie (Network Interface) WUy 1/10/25 Gigabit Ethernet SFP+
wiohnd swnulidesndt 48 Yae nSeuausluga (Transceiver) Bviaiiuiufiugunsal
@B SFP-10G-LR atatioy 12 Taga, wuu SFP-10G-SR ag19den 12 luga,
WUU SFP-1G-LX agnetier 12 luga, wuu SFP-1G-SX agaties 12 luga wasluga
(Transceiver) uaguuy SFP-1GE-T w38 1000Base-T (iasasiugunsaiiniodiain)
agaee 10 luga

vVhewaanAsy IEEEB02. 1D, IEEE802. 1w, IEEEB02.1s, IEEEB02.1p waw IEEES02.1q 16
11 EVPN VXLAN L3 Gateway %138 EVPN VXLAN Anycast Gateway 61

i1 Port Aggregation %39 Link Aggregation A1uu1"5§1U IEEEB02.3ad uazladignas
nszaedeoya (Load Balancing) ¢l

AmuaRuAIWASIRUIA1S Quality of Service (QoS) Fagte Uil

5.3.9.1 Classification : Layer 2 header, IP header (Layer 3) wag TCP/UDP header (Layer a)
5.3.9.2 Queuing : Pnorxty Queumg way Welghted Random Early Detection (WRED)
1 IP Multicast routing protocol wuy PIM Sparse Mode LLav PIM Source Specsf’ o Mode 191
Y1 IP Multicast membership &UU IGMPV3 Snooping, MLD way IGMP filtering 6
fmuanistestumsdaiudoyadg IPva ACL uae IPv6 ACL 16
Jafudeyaadinisldeunietie (Flow Usage Statistic) n1us1nsgiu NetFlow %38

sFlow %138 jFlow %30 Netstream 1ot
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5.3.14 atfuayun13va IP Routing Protocol Taln Static Route, OSPF, OSPFV3, IS-IS, BGP,
Virtual Route Forwarding l@ilaitiasnin 200,000 routes/prefixes

5.3.15 afuayusiuiu MAC Addresses 1ilaitfosndn 82,000 addresses wagsin VLAN 1d
laivfondn 4,000 VLANSs

5.3.16 afuayunsasiaaietieiaiiou (Logical Network) uulaseuienan (Network Fabric)
felnslnaoa VXLAN 1

5317 Hilafduitesiumslasi wisynsn wuusneq feilld
5.3.17.1 Per port Broadcast Multicast %38 Unknown Multicast
5.3.17.2 Unknown Unicast Storm Control
5.3.17.3 Port Security
5.3.17.4 BPDU Guard %58 BPDU Protection
5.3.17.5 Spanning Tree Root Guard %38 Root Protection

5.3.18 ¥ uwuu Active-Active 191

53.19 ¥irerusaufurenduafifieseesfunisyinarunuy Software Define Network (SDN)
nauslulasamsii i

53.20 atuayunai Network Telemetry tiamsaasuanmuzaasgunialinieyigld

5.3.21 § Console wasnuiin RJ-45 v3auuu USB (console) aeelipy 1 wain

5.3.22 Uimswavdnnisgunsaliie CLI, Telnet, SSH, NTP uag Syslog 1)

5.3.23 fhinausyuismnuieudisesiiausanendsuldluvasyio

5.3.24 il Power Supply Uy Redundant fiawnsa Hot Swap ¢ sgaliey 2 iy

5.4 gunsainszatedynyianaiatng (Access Switch) S1uau 60 ¥ lasudazya Tseaciden

Andnwuzanzeshation fail

54.1 Wugunsainssaredynia Layer 3 Switch 51 Switching Capacity vuialiitosnin
330 Gbps waziusgaAniamlunisdeiudaya (Forwarding Rate w58 Forwarding
Performace) Litsenin 250 Mpps

5.4.2 fimbearwdmdn (Memory vi3s System Memory) yunlaitiesni 2 GB

5\4_3 fimirganud Flash Memory %38 SSD vuialiivesnin 2 GB

544 foudousosyuuiadetis (Network Interface) WUU 10/100/1000 Base-T (RJ-45) %38
1000 Base-T (RJ-45) wSewfiguwimsonnin sruaulitiesnin 48 ¥eq

545 fYpaiournasruulaiotae (Network Interface) Wuu 10 Gigabit Ethernet SFP+
vaoidfisuiudedindt Sualitiesndn 2 des niemausluga (Transceiver) B4e

= @ ¢ 1
Wenuffugunsaifiausuuy SFP-10G-LR oeevos 2 luga

Sakee’ |

NTUAANING 2564(/() 3 %/_ winl 18 91n 57




dafmussiaziBuanudnunzianizveszuuABLiIADS
Tassmsuiudgassandamsruuaiotendndmivaudasuianes nsuganing

546 fYeuisuseszuuiaietne (Network Interface) WUy 1 Gigabit Ethernet SFP
wiafisuiaviennin drurulddesndn 2 4o wiewaualuga (Transceiver)
oo afufugunsaifitaueuuy SFP-1G-SX aehatios 2 luga

547 fiwasndmius Stack Tnewanig lnedl bandwidth saulivaenda 160 Gbps w3e
finosm 460G wuu QSFP+ wiamndn Sruulifesnin 2 wesm wisuiausany Stack w3e
a8 QSFP+ 40G Direct Attach Copper 9111 1 1du Tngatuayunsvin Stacking w3e
Virtual Chassis léaenatioy 8 r3eq

5.4.8 % EVPN VXLAN L3 Gateway %38 EVPN VXLAN Anycast Gateway 8

549 ﬁmumummpu IEEE802.1D, IFEE802.1w, IEEEB02.1s, IEEE802.1p W@y IEEESDZ.1g o

5.4.10 ¥ Port Aggregation %38 Link Aggregation mIUNATF U IEEE802.3ad uazld33nns
nsgatedeya (Load Balancing) 1l

5.4.11 MuunAunwnnsiiuinig Quality of Service (QoS) Fasteludle
54.11.1 Classification : Layer 2 header, IP header (Layer 3) uag FCP/UDP header (Layer 4)
5.4.11.2 Queuing :

5.4.11.2.1 Priority Queuing
5.4.11.2.2 Bandwidth percent 58 Bandwidth Remaining %138 Rate limiting
5.4.11.2.3 Weighted Random Early Detection (WRED) %38 Weighted Tail
Drop (WTD)
5.4.11.3 Traffic Policing : ‘
5.4.11.3.1 Single-rate two-color policing %38 Single rate three color marker
54.11.3.2 Dual-rate Two-rate three-color policing %138 two rate three
color marker
5.4.11.4 Traffic Shaping : Average rate shaping %38 Percent shaping rate

5412 Awuamslesiumsdsidoyase IPva ACL uae IPv6 ACL 10

5413 dafudoyaadinisldauiniatne (Flow Usage Statistic) Ammsgiu NetFlow 13e
sFlow %38 jFlow 138 Netstream 1)

5414 avuayudiuiu MAC Addresses lilaiffaenda 32,000 addresses wazn13vin VLAN
elaivforndn 4,000 VLANs

5.4.15 ¥ IP Multicast Routing Protocol 16

5.4.16 avayunsnyvasulaziudusinugldau (Authentication) Fastaluil
5.4.16.1 IEEF 802.1x war User/MAC-Authentication WUU Guest VLAN, VLAN Assignment

%38 Dynamic Firewall Filter, Voice VLAN
54.16.2 Web-Based Authentication laganauisa Customizable Web Pages 143U

< - i Authentication wazszu URL il Redirect ilavinis Authentication silél
O{‘("’\'}N/ ‘ :
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5.4.17 enfuayunsvin RADIUS Change of authorization (CoA)
54.18 filafduiitiestumslani viiayngn wuuseq Feills
5.4.18.1 Per port Broadcast Multicast %38 Unknown Multicast
5.4.18.2 Unknown Unicast Storm Control
5.4.18.3 Port Security
5.4.18.4 BPDU Guard %38 BPDU Protection
5.4.18.5 Spanning Tree Root Guard %58 Root Protection
5.4.19 ¥19nusaufugenduasiiesesfuni1svingunuy Software Define Network (SDN)
Fohauslulassnsild
5.4.20 atfuayumsvh Network Telemetry tiamsieaeuanuzvesgunsaliaiotsld
5.4.21 § Console wasnuiin RJ-45 wSawUU USB (console) aenstios 1 wosn . .
5.4.22 Usnsuazdanisaunsaidy CLI, Telnet, SSH, NTP wag Syslog @ ‘

5.4.23 §l Power Supply WUU Redundant fanunsn Hot Swap I sgaifes 2 wie

5.5 gunsainszanedymin Spine Switch $1uau 2 ¥n Tasudazyn fsnvaziBenquanvuz
lawazegatios fail
551 Jugunsainszaredaygyin Layer 3 Switch il Switching Capacity au1aliasnin
12 Tbps uaziiuszAndawlunisdeitudoya (Fowarding Rate w38 Forwarding
performace) litlounin 4 Bpps
552 Tvearudmdn (Memory %38 System Memory) wunaliitiosnin 16 GB
55.3 fimjrearwdn Flash Memory w39 SSD aumlitesnin 64 GB
554 feudousoszuuiaiotie (Network Interface) wuu 100 Gigabit Ethernet QSFP28
viseAn Sliideendt 60 Yas wieuausluga (Transceiver) EvialAeafuiugunsal
filaue WU QSFP-100G-SR4 %38 QSFP-100G-SR-BD atinetios 20 luga
55.5 afuayusiuiu MAC Addresses ilaifasndn 256,000 addresses uagnisvin VLAN
alviasndn 4,000 VLANs
556 aduayunisiudsleyasenineguninl Datacenter Switch flausdewmaia Equal-
Cost-Multi-Path uag VXLAN Overlays 161
557 afuayuvuin Routing Table wuy IPva/IPvé saufuldlidesndin 256,000
route/prefixes
5.5.8 ¥ IP Multicast Routing Protocol ¢
559 rwuamstestumsdesidoyadie IPva ACL uag IPv6 ACL 1d
5.5.10 ¥uwUy Active — Active 161

T

O '
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5511 $191usrufurena Ll ie5895UN159191ULUY Software Define Network (SDN)
Fnauslulasenst seaniinenssunuy Spine-Leaf Architecture 1

55.12 aifuayunsyin Network Telemetry Wisnsiaeuamuzvasgunsoliniertsld

5.5.13 il Console wasnuiln RJ-45 WSaUUU USB (console) agneiae 1 was

5.5.14 Usmsuazdanisgunsaiiig CLI, Telnet, SSH, NTP uag Syslog 161

5515 fWaaussunemmdeudsediaunsooenudsuliuneyin

5.5.16 il Power Supply WUU Redundant #iansn Hot Swap 16 aeelios-2 it

=4 =

%

5.6 aunsainszanadyin Leaf Switch wuuii 1 9119y 4 ¥a lagudazya N518asi0en

LS
A

5,
'~

andnuuzianzetialion feil
5.6.1 JugUnsainszanedeysyal Layer 3 Switch 75l Switching Capacity au1alsdtiaenin
2 Tops waziivszaniainlunisderrudoya (Forwarding Rate n58 Forwarding
~ performace) hitfosndn 1.3 Bpps

5.6.2 ' Siviaemusawdn (Memory %38 Systern Memory) sunalitiasndt 16 GB

563 Jfimiaeanusn Flash Memory w38 SSD wunaliitfesnin 64 GB

.

564 ildeadeudassuuin3esis (Network Interface) Wuu 100 Gigabit Ethernet QSFP28
v3edni suauliitiosndn 6 des wiomausluga (Transceiver) Beiieaiutugunsal
fil@us wuy QSFP-100G-SR4 %30 QSFP-100G-SR-BD aghwtiay 4 luga

565 fldoudounassuuiaiedns (Network Interface) wuu10/100/1000 Base-T w38
1 Gigabit Ethernet viSaifisuwih viseiinda snuliitesnin 48 ¥eq

56.6 avuayusiuIu MAC Addresses leilsitiaendn 250,000 addresses uazn15¥1 VLAN
elsiviondn 4,000 VLANs

5.6.7 aduayunisiudseyasenitegunsal Datacenter Switch flaussewmaila Equal-
Cost-Multi-Path, VXLAN Overlays wag VXLAN Routing a

568 afuayuauia Routing Table uuy IPva/IPv6 srufuldliidesnda 256,000
route/prefixes

5.6.9 ¥ IP Multicast Routing Protocol et

5.6.10 mmuanistasumsdwiudeyade 1Pva ACL uae IPv6 ACL 1

5.6.11 ¥auwuy Active — Active 160

5.6.12 91U auRUTeNF LIS e 5895 UNI5M9IULUY Software Define Network (SDN)
Fauslulasimst seaninenssuuuy Spine-Leaf Architecture

5613 aifuanumsvh Network Telemetry tilensivaouanuzvesgunsaliaieteld

5.6.14 § Console wasnuiln RI-45 w3ouuu USB (console) agnatiee 1 wosin

5.6.15 U3nsuazdansgunsaline CLI, Telnet, SSH, NTP uag Syslog 16l
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FarmunseasiBunaudnuuziawizreszuunanine
Tasansufulgelsenimnszuuiaiediondndmivgudneuiiunes nsuganing

5.6.16 iWnauszuisAuSaudsasfiausonanasulalusasingu

5.6.17 § Power Supply WUy Redundant fiaunsa Hot Swap ¢ eeheties 2 wie

57 gunsainszanedyain Leaf Switch wuuii 2 $1wau 6 Ya lneudazyn IeaziBunnndnums

WIzag19anail

571

575

5.7.6

577

578

579

Pl @ . oo . . . ' !
Lﬁuqﬂﬂimﬂizmaaﬂﬁg’}m Layer 3 Switch i Switching Capacity ualitasni

3 Tops waziiuszansnnlunisdedrudeya (Forwarding Rate #38 Forwarding

Performace) liitisgndn 1.3 Bpps
& L 3 [y <4 1 4
2_ diwthearudman (Memory 3o System Memory) vuinhitiosndn 16 GB

- fwdieAnus Flash Memory v3e SSD wunalitiosnin 64 GB

fidoudounaszuulaiotny (Network Interface) WU 100 Gigabit Ethernet QSFP28
wiodni1 Sualiitfesndn a Yo wiewausluga (Transceiver) Bfeifieafufugunsal
filarue WUy QSFP-100G-SR4 %38 QSFP-100G-SR-BD gty 4 luga
fidaadouraszuuiaiatie (Network Interface) WUU 40 Gigabit Ethernet QSFP+ %30
andn Fruaulddeenda 2 Yeq ngamaﬁaiu@a (Transceiver) BvalAefufiugunsel
Maus wuu QSFP-40G-SRA %38 QSFP-40G-SR-BD athatles 2 luga
fiioaudounesyuuiAIety (Network Interface) wWuU 10 Gb SFP+ %38 10/25 Gigabit
Ethernet SFP+ u3efnd1 s1uruliitisands 48 403 nieuausluga (Transceiver)
Bviaiieafufugunsaiiiaus wuu SFP-10G-SR aehailen 48 Tuga

aduayusuIu MAC Addresses Laldtiasndn 250,000 addresses uaz¥ia VLAN
Ialsideyndn 4,000 VLANS

afuayunssudsdoyaszuinegunani Datacenter Switch Mauadeinaiia Equal-
Cost-Multi-Path, VXLAN Overlays uaz VXLAN Routing 161

afuayuvuln Routing Table wuu IPva/IPv6 srufulalsidesndn 256,000

route/prefixes

5.7.10 %1 IP Multicast Routing Protocol st

5.7.11 mvuanistssiunisdainuteyanie IPvd ACL uas IPvé ACL 1]

5.7.12 ¥M91UBUY Active — Active 91

[ i L% Cd d L2 o o3
5.7.13 $19US8 R UsaNA LIS LN S8ISUNTITNNI9IULUY Software Define Network (SDN)

o o & v . . L g
inauslulasinist feaadnunssunuu Spine-Leaf Architecture 1t

5.7.14 affuayunsvh Network Telemetry Litensatasuaniuzvesgunsaiiaseteld

5.7.15 § Console wesawila RI-45 w3auuU USB (console) aghetiay 1 wasn

5.7.16 Uimsuardnnsgunsalnie CLI, Telnet, SSH, NTP uaw Syslog i

< @ v o d‘ 4‘ o
57.17 mwmamzmammsaumsaamawmsmamﬂaUu'l,éflummzmmu

5.7.18 il Powef Supply Wuu Redundant #iamisa Hot Swap 1 sgnatfes 2 wie

NTUAANING 256{@ wih#l 22 90 57

Jl- v —



fermunseazBunandnuazianzeessuunsuiiunes
Tnsamsuiulsavssdvdanszuuiesotevdnd wiuaudnouinmes nsuAaning

5.8 aunsalnszatednne Leaf Switch wuui 3 $1uau 8 9a lnsudasyn ineaideaquanuny

WWIED
5.8.1

(582"
(583
5.8.4

8/

vl Al

Wugunsainszaredyaia Layer 3 Switch #il switching Capacity vunlaitiasnia
2 Tbps wazilssAniainlunisdeinudeya (Forwarding Rate 138 Forwarding
performace) Litpenin 1 Bpps

fivihemnudmdn (Memory wse System Memory) suinlivesnia 16 GB
Hwiaearuda Flash Memory %38 SSD aunalitieendn 64 GB
fifoaidaunoszuuindotis (Network Interface) wuu 100 Gigabit Ethernet QSFP28

veinit Salidfesnin 6 9ee ndeueausluga (Transceiver) Bvialieafiufugunsal

58.5
5.8.6
58.7
5.8.8

589

58.10
58.11
58.12

58.13
58.14
58.15
58.16
58.17

ém:ow

fllaue wuu QSFP-100G-SR4 w38 QSFP-100G-SR-BD aghetiey 4 Tuga
fidaadourosruuindovie (Network Interface) wWuu 1/10 GBASE-T (RJ-45) w30
Weuwiwsennit Swwaulddesnin 48 vos

atuayusuIu MAC Addresses laliitiaendn 250,000 addresses uazn13vi1 VLAN
Tailsiviounia 4,000 VLANS

atuayunisiudsfeyasewinegunsal Datacenter Switch fiaueaeimaila Equal-
Cost-Multi-Path, VXLAN Overlays wag VXLAN Routing 161

atfuayuvuia Routing Table wuy IPva/IPvé saufuldliitdesndn 256,000
route/prefixes

¥ IP Multicast Routing Protocol 161

fvuamstasfiumsaesinudeyade IPva ACL uag IPv6 ACL 19

YITULUU Active — Active 161

¥19usufugeNALISIie5095UN15M19IUUUY Software Define Network (SDN)
Finauslulasenisi seamPmenssuuuy Spine-Leaf Architecture 16
avfuayunsvh Network Telemetry tiemsasasuanuyasgunsniieietelsl

§1 Console wasauiln RI-45 w3auuy USB (console) agnevios 1 wesn
USmsuazdanisgunsalsne CLI, Telnet, SSH, NTP uag Syslog 1o
fimanssnemufeudisasiiannsanenasuldlunevinu

i Power Supply WuU Redundant flanansa Hot Swap 16 atheties 2 e
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5.9 szuumuqmsxumﬂ%ww Software-Defined Network Controller (SDN Controller)

1wy 1 spuu lesdfiveazideanudnunziawizagieey fsil

.

59.1 ﬂ';ﬁqm,t,aw%msﬁmnﬁqﬂﬂsaﬁ LAN Switch ua Data Center Switch isvunfliausly
o Taseansidanndunans
59.2 \auowieuduAniganauad (Licenses) figndosmungvine wazasauagugunsol
nszanedyanasivaiiauelulassmsi
59.3 gunsal Controller Faaanusavianulfagrereiilos wuu High Availability wiefnd1
Femnilgunsal Controller Maladmiadsly deslidmanszmusionisinuvassyuy
ISt wasssuuianusavnauseluld
59.4 myanu (discovery) gunsaiiAsetne lsia1n (LLDP w3e LLDP-MED w38 CDP), SNMPv2
- uag SNMP3 lsiduegnatles
59.5 daiusivaziduavesguninl (Inventory) luguuuy Network Information Database
%38 Physical Inventory Iﬂmﬁu%’ayjawuﬁ Serial Number, IP address, MAC address,
OS/Firmware version, Up time, CPU, Status up/down, Interface name, Configuration
uag (Product ID %38 Product Model) Isiluaenatioy
596 a¥unuienisidensdegunssita3edne (Physical topology map %38 Location
| Topology) Tduwusiu Site, Building waz Floor 161
59.7 uwaneswazidunvesgunsal (Device-Level Data) wagideng Topology map Ay Layer
2 (VLAN) #3amal Port/Link nsidiausialél
5.9.8 h Zero Touch Deployment (ZTD) %38 Zero Touch Provisioning %30 Network Plug
and Play (PnP) l¢
59.9 fauiiadmuariauamusanisliusmsiudedeyalussuuiaiedie (Quality of
" Service %38 Class of Service) wianaanunsafinun Differentiated Services Code
Point (DSCP), Transmit rate wae Shaping rate bandwidth lugusuuilesidud (%)
~ Wiwsiay Class 14
5910 deronuag (Image) wazyardafiivunlidramii (Pre-define Configuration) Tudh
o EJ;LJﬂsﬂhﬂ%a‘zhaﬁauamlu‘[ﬂwmnﬁaamﬁu’ﬂﬁmu Tred1aBe91n Device Identifier loun
Serial Number 38 IP Address v3® Device Name IMdusgatioy
59.11 LL%maﬁagaaﬁamaa Port/Interface, Layer 3 VLAN LLa::LLam%'auva Utilization ¥84
Port/Interface 19
5.9.12 uanadaya Performance Monitor Wag Status 19 9 1@ CPU Utilization, Memory
Utilization, Power Supply Status llag Fan Status 1)
5913 sapn Radius server, LDAP uas33ns Authentication WUy 802.1X uay Portal Ididueeiiey

<~
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5.9.14 #391uLitevin Overlay Network $aufuguUnsal LAN Switch/Access Switch firauely
1ASINT WIUNW GUI 9MuiInsgu Protocol Virtual Extensible LAN (VXLAN) 38 GRE
Tunnel 14

5.9.15 affuayun1snaan Protocol d1m¥ugunsei Datacenter Switch lAuA LAG, MC-LAG,
BGP, EVPN-VXLAN wag Fabric ihumih GUI Ifduetnales

5.9.16 ¥1191U590U Hypervisor Management 910 VMware vCenter %38 Microsoft SCVMM
¥38 OpenStack 1138 Open Virtual Switch w38 Kubernetes ldlusg1nlo

5.9.17 vhdnsesdioya (back up) uazdAudoya (restore) voagrutioya (database) vesgunsal
controller fiigus 1M GUI kazu3nmsdams Firmware vas Switch vsailiausls

s, 9. 18 1y audit log vesldamuifiaanmsiagieundald
>'5 9 19 ?13’1@3’18‘(1@?3‘1‘?1\1114 (user) VUsEUUTEUD (Internal profile) uazisenldanainaiguen
" (external profile) i1ulwslnmoa RADIUS uaz¥in Role-Based Access Control (RBAC)
e uavauansdureusay (Service/Applications/GUI Access), Domain uaz
Devices 1a
5.9.20 v Northbound Interface 8 REST API wuu JSON wse XML Iditiusdiliey
5.9.21 i1 Southbound Interface @28 SSH, SNMPv2c Waz SNMPv3 w3a Openflow 1l
DE9UDE
5.9.22 USMsIANTs, Tiasnedt uazdmiudeyaadiinisldemaiotne (Flow Management)
AusmIgU Netflow, sFlow, jFlow %3e Netstream 161 TnonasuaquaUnsaliiausly
Tassnsienun vi3eiauegunsal udevenuainion Hardware iaAaiielivinldimnu
ﬁaﬁmwﬂmaﬁamauﬁ’ﬁaejwﬁaaﬁaﬁ
59221 fAvanddmunisimseideya Flow anngunsaliigndesnungmane
nuliitieundn 100 gunsal viselitieanan 2,500 Interface

59222 Sudeya Traffic ¢2635 Port Mirror, Span w38 Sampling Flow v Flow
Collector %38 Flow Sensor 1§

59223 guwasiBun Traffic lneuuawenaiu Protocols, Applications, Senders and

| Receivers, Top Conversations 1

59224 ¥i1 Flow ageregation Tastin Flow sources unsaatdiungs (group) 19l
Weldiesansdanisssuunuld

59.22.5 Fiasigiuunltuvesdeya Traffic nelussuy Weldlurnaununisvene
(Capacity Planning) wagmnsivaauyUsz@nsninssuy (Performance
Monitoring) 161

59.22.6 Ufuwdsdeyanmsiu (Dashboard) vesteya Traffic neluszuula

< -
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59.22.7 -

59.22.8

59.22.9

5.9.23 figunsaidwiulivimsdanssruueiete sy 3 4a leelnuanRodwiossl

59.231

59.23.2
59.233
59.234

5.9.235

59.23.6

59.23.7

59.23.8

59.23.9

59.23.10

59.23.11
59.23.12

asrauazuTunmas1eau Traffic Tudnwaiz Top N 84 Applications, ports,
protocols, services, packet size Uazn13 conversion of flow 8
Sarfudoyasanfurenuasgrudeya teldansniungdoya Traffic
doundalalutsani 30

USIseamsHu Web Interface %38 Graphical User Interface 1a
fivireUssunananans (CPU) lddeenia 4 unundn fauiidyyia
wiimugulidesndn 1.3 GHz wazilmnandidyg i (Audimes
Tugean) hitlesndn 3.9 GHz

fviheAuI MUY Cache Memory Aualiitieenin 8 MB
fivdasausmidn (RAM) vl LPDDRE aunaliitioandn 16 GB
finredaiAudoyaviin Solid State Drive vuaAulaiveenda 1 T8
U 1 e

flrenmadadudauuy Multi Touch dudaldwieudulidosndn 10 ga
Frivunlidtesnin 123 97 wasianuasvidoalidosndt 2,736 x 1,824
Pixel (267PP!)

fRanmimeluladuniesses@atou wiin Comning Gorilla® Glass #3ANIN
fidruaruaunisuanswaldurinsnAuuneaeasvan Loy Iis™ Plus
Graphics ¥30ANI1

fvandouronuy USB-A vieRninogratios 1 vos uasiveaieusiouuy
USB-C agstloy 1 409

flvpadousefuntiufiu (Type Cover Port) LUULENAN NN INTBIBUN
flipaiiouna Headphone jack athatiay 1 o1

fineudoura Card Reader uuuinsenelu aghaties 1 deq

fin&eaniin Front camera 5835uAuasidun 5.0 MP aila 1080p full HD
Video uagiindoanda Rear camera 5895Umuaziden 8.0MP vila 1080p

full HD Video w¥aulwiadmludl@ wuu built in

5.9.23.13 e WIFL lammanasgu IEEE 802.11a/b/g/n/ac/ax uag Bluetooth 5.0

59.23.14
59.23.15

< 5.9.23.16
e

wummetannsaldnusededalitioonit 10 4l

futlufant fadnwsawing mwdingy Aavundufaiuuuans uasaen
wiufsiuonsentd WeldmudaededugUuu Tablet uasluifeieaiu
Fusiades uaziiutiu Trackpad Aiflmaluladsasiunisidauuuy Mult-
touch Litlesndn 5 9

- < Sy a v o o o o
1Lund Bluetooth E}VI@LWEJ']ﬂUﬂULﬂiﬂﬂﬂaﬂJW?LﬂﬁgﬂLaua

]
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< LY as

592317 fuinna Bluetooth s8a5uusanala 4,096 sudiu SralrnatufuinIes
AeuTImeSTiiaue

59.23.18 flsyuuUfiiin1s Windows 10 Pro wierdudvs e

5.9.23.19 31 Microsoft Office Standard wiouavansldy

5.9.23.20 31 Software Anti Virus wiauavdvdlday

59.23.21 i Adaptor dwiudensieldau fil
59.23.21.1 [WeuressuuA3etny RI-45 $1iuseraios 1 9eq
5.9.23.21.2 \oude HOMI $huiuathetios 1 qos

5.9.23.22 finszussyedosnsuinmesuuunnmniaugunsaiier

5.9.23.23 dedldSunisudssenisatuayugunsafesing nisdenusuudlygunsnd

A i ﬂ’; Lo 2 = <4 LS4 e o t
VILLERAIINUIYNHHEN ‘Vﬁ@USH‘VW]’JLL‘VIU‘\)"MU’]ERUU?SLVMTVIEJ

af ° o e <4 o H 97 L A:?l‘
5.104A389817041WHN (UPS) 2umm 10 KVA 31u3u 1 ¥a laellsnoauidennaeanunizianizad 11sena

5.10.1

5.10.2

5.10.3
5.104

5.10.5

5.10.6
5.10.7

5.10.8

Huedsssnenseualniiseiiias (UPS) %ila True On-Line double conversion 1un
Taisindn 10 kVA

Jaedutguirdulinain Surge Voltage, Transient, Under and Over Voltage 13
Input wag Output 16

iwassdnenszudlnihseiosfiaueifuuuu Rack type
finouandAgusaiulnihvnda (nput) Fameluil

5.10.4.1 Rated Voltage : 220 Vac +/- 20% %39An31

5.10.4.2 Rated Frequency : 50Hz +/- 10% %38fAni

5.10.4.3 Power factor : 0.95 at 100% linear load

finauandituswiuliesn (Output) sl

5.10.5.1 Rated output power : 220 Vac+/- 1% #38/Nn3n

5.10.5.2 Rated output Voltage : 50 Hz +/- 0.2% 38N

5.10.5.3 Power Factor : 0.9

5.10.5.4 Crest Factor:3:1

figundu (Wave Form) ihanseniduuuy Pure Sine Wave

14 Battery wuu Seal lead acid ¥ila Maintenance free TngaunnUed Battery 92509
fvualitosnin 12V 9An Wesweiazsreidelwiiliiussuuidsiwise e
¥awsne load 7 Full load Idlsitfanndn 10 unit uavaunsouiia External Battery
Cabinet 1iiosas¥ununimeslumsdrsedinin mevdalsd
wﬁw1nmsﬁwsaq‘LWfazéx’aqwnaﬂumsm%ﬂwné’um'hajt,x,umma’%'muﬁa 90% 994

wusaesluseesnailadifu 5 Falus

(
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5.10.9

5.10.10

5.10.11

5.10.12

5.10.13

5.10.14

5.10.15

5.10.16

5.10.17

S¥UU Automatic by-pass 1agLA3es UPS 9g#aa by-pass szuulninfidieann
inverter Wiflugreannisiwitwiuilaednlusi@ dietfinwe Over heat

§ Maintenance Manual bypass temuageaniumstngaing

Daedas UPS 18 Tuvariilifinssualniiarnunasd glnfhmdn (DC Start Function)
melussssenseualindeedasdigunsailioatiu AC Input Breaker
finefndeurefuroufinmei@ifissuuufiams windows) wiougeiAuadmunuuaz
ATIvdsUNITNUTeATasdaslih

gUnsalll port &3y EPO function iiiengamisvineu lunsdianidy

f199 LCD vie LED uanian1msn1svneueandes wazudaiouan1izinuninieg
1@ wn Line Mode, Backup Mode, Battery Low, Overload, Input Voltage, Input
Frequency, Output Voltage, Output Frequency, Battery Voltage etc.
fidyyradeudaudldaulinsdeneg ptatioudail Line Failure, Battery Low,
Transfer to Bypass, System Fault Condition

gUnsaiiaToadsoalwilt (UPS) Miaueldiunis¥useaninsgiu CE EN62040-1

uay EN62040-2 teduaeratiay

5.119UnsailesfuiAdatiny (Next Generation Firewall) $1uau 2 4a Tnsusazya fieazsen

AuANYMzIAWIZaE 1B 6iall

511.1

5.11.2
5113
5114

5.11.5

5.11.6

5117

\ugunsaisnyiniiuuaendessuulaietiy (Next Generation Firewall) wuu
Appliance ldinaluladuuy Stateful inspection lunismsivday Traffice
Taouen Hardware Uszananadmsuuinisdnns (Management/Control Plane) uag
mhsUszinanadmiudoya (Data Plane) 88n91niuy

31 Next Generation Firewall Throughput 40 Gbps

§1 Threat Prevention Throughput litiasndn 21 Gbps

5995U142U Max Sessions latiitiagnin 8,000,000 sessions Was New Sessions
laitfosnia 280,000 AU

fYaudsuraszuuiaiotney (Network Interface) 40/100 Gigabit Ethernet Wuu
QSFP28 v3afnin et 4 Y83 wiouiausluga (Transceiver) wuy QSFP-40G-SR
agtios 4 luga

fdeadounaszuuinietie (Network Interface) 1/10 Gigabit Ethernet Wuu
SFP/SFP+ vi3efnin aeatiay 16 Y09 wieuaualuga (Transceiver) WUU SFP-10G-5R
ogatios 6 Tuga uazluga (Transceiver) Wuu SFP-10G-LR athelfes 10 luga
fidpudauraszuuiAIaTie (Network Interface) Luy Copper ¥l 100Mb/1Gb/10Gb

o v 1% ' P o 1 P '
139 1/10G %1358MANI1 BYIUDY 4 ¥4 WS aNYDUTDUADTZUULIAS DU (Network
/

( v o
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511.8
511.9

5.11.10
511.11
511.12

511.13

511.14

511.15

5.11.16

5.11.17

5.11.18

5.11.19

5.11.20

511.21

Interface) WY Copper 1 Gb 31U 4 489 LAy Fiber 10 Gb 311U 4 Y83 Wiay
lugauuy SFP-10G-SR 4mu 4 luga

fimhedmfiulioyaszuu (System) uwuu SSD viaefind Tnedivwaliidasnin 240 GB
fmiredaiivdeyanisldanu (Logs) meludigunssidesiuiaiodne (Next
Generation Firewall) w%aaﬂﬁv’dagjuuqﬂn‘iiﬁu%mﬁﬂmi Management/Control
Plane Tnefliifefilitoundn 2 T8

Sungaenudeyanisldan (Logs) 10

ﬁﬂé?\ﬂugﬂl,wu Transparent mode, Non-intine Monitoring (Tap), L2 wag L3 16

4519 VLAN p1uu1nsg1u 802.1Q VLAN tags lildiffesndin 4000 VLANs n5e
1024/4096 (single gateway/with virtual systems) Giaqﬁnmi 1 9n

¥ Routing WU Static, RIP, BGP waiz OSPF 1o

yiAsmvue 1P Address wag Service Port Wuu Network Address Translation (NAT)
wag Port Address Translation (PAT) 1o

Vinsasisasudeyanisldeu (Traffic) fudrswa SSL firennsvia SSL decryption
(Fauu Inbound waz Outbound) vi3aidusgUnsel decryption andiuiiglivirldni
Jarviun Imaqﬂnsaﬁﬁmumﬁmﬁuéfaaﬁ throughput hitaenin 28 Gbps
uanadioyaues Traffic liun Fexa User uazmuneian IP Address AuvLazUaIen
TngaansaynusinAuszuunsiigausiing (Authentication Systems) 1 Active
Directory 38 Single Sign-On 161

Jasfufeanatuyszian Virus, Vulnerability uag Spyware Ul laganunsngniay
Signature Tvsduuusaludi@la

H52UUns299U Advanced Malware wuu Cloud-Based lmaluladuuy Sandbox
wleldszy Malware Uszivilwal (Zero-day Malware) 9laiTly Signature nnau waz
a¥s Signature TunnitelitestussuuiaTetnglilnedaludh
Auaulautenisidnfe website (URL Filtering) laganunsnfnn1utasaIuAunig
wWhnaduldmnu Category, Block list, Allow List fvuald

%1 Firewall Policy Optimization n3eilszuu3iAs1ey Log #18n151¢ Machine
Learning #1a1315031A518% Log uazuuzdinisaing Security Policy Toalifaiu
91NNTIATIEN Traffic logs n1elusedns Tnefianuaiuisalunisin Architecture
review, System Health Check, Configuration audit #as Configuration change 1
Songagudeyaves Data luguuuwressitalfuazansavhsenushesiegoies ol
5.11.21.1 Top Application, Application Category
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