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Nl 2
YD IAAUENUAEYDITEUUADNAUNDS

21  gunslansseuiialasiufvgnamuuuusiaiiosdugs B Trend Micro ju Deep Discovery

Inspection 4000 S1uau 2 10 Tneusazyrligainunzows Feil

211 Smbedmpudeya (Hard disk drive) 91wy 4 wihe nausavihadivuneg 1 T8

2.1.2  fwhearudman (RAM) 9ua 128 GB

213 3 Throughput 4 Gbps (selsisauiu Throughput wesazuUsasIElNE SSL)

2.1.4 i Interface Gigabit Ethernet WUU 1000 BaseTX (10/100/1000) §1u3u 5 Ports

215 1§l interface WUy 10 Gb SFP+ Direct Attach Copper 1wt 2 Ports (laglisaufy
Interface MlHlunas Managermnent)

2.1.6 i Power Supply Wuu Redundant Power Supply

217 awsfusezasininasuateya (Traffic) 1ilasdoyaidu wasasamiu asoaiy
Protocol CIFS/SMB, SMTP, POP3, HTTP, HTTPS ay DNS/FIP

218  sunsiudeyauvunszuadeya (Traffic) Mg Miror Port 161

219 dlszuumsiadu,  AuUWY,  LIUADYU LaZIIBaINduaITIEaINaLi199 (Threats)
’iuwuuLﬂ'%"aﬁu"]aiﬁ’ﬁ'uﬂﬁ;uaixuulﬁmuLfaaw%aﬁlﬁmﬁu (Real-Time)
dlafinsesranulndilivasa fe 1Uﬂiiﬁi\3%ﬁzgaﬁgﬂ°ﬂ%“ﬁ%mSﬁlﬁ)ﬂﬁl’]ﬂ‘i:ﬁUULﬂ%a‘d’lEJ
ABLAIAET NIUARNINT

2110 @ansoasiaiiien, msiflewsia wagngingsy Mlvasaduviomslaufinelunszua
foya(Traffic) sassuuinietsreufianed nsumaning la

2111 @MN50AIRTU AUMIAISIAUR WUU APT (Advanced Persistent Threats), Zero-day
Malware haz mslasilagld Document Exploits 1a

2.1.12 @1UNINNTITVIU AU ﬁﬂﬂﬂmuﬂ’izmm Malware, Spyware Bots, Trojan, Worm,
Botnets, DDoS, Document, Exploits, Key loggers iag Ransomware 15

2.1.13 annsadumnsdan Streaming media lel

2.2 gunsal Trend Micro TippingPoint SMS H3 HW Appliance §1u7u 2 % lngusasyn
finnudnunsans dof
221 dvleysznanaluluy Intel Xeon
222 fwmigaudindn (RAM) 119 64 GB
223  fimhedmiiudeya (Hard disk drive) S1uau 2 wie lngwdagmizeiung 600 GB
2.2.4  awnsaduteyariind Digital Vaccine and Threat Digital Vaccine (ThreatDV) Gl
malware signature database e Trend Micro

23 gun3al Trend Micro TippingPoint 8200 TX 41uau 2 ya lngusiazyallgmuineazianiz Fail
23.1  @w1309943U IPS Inspection Throughput 3/5/10/15/20/30/40 Gbps

232 &1I03093U SSL Inspection 2Gbps (2K keys SHA256) ¢~ =
i o~
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233 @nInseasy Concurrent Sessions 120,000,000

234 @wnI03995u New Connections 650,000 per second

235 & Power Supply WU Redundant Power Supply

236 aunsaiiasfumlauiiun Zero-day Malware Attacks 1¢ dlafimsmsiany

2.4 gunsal F5 Herculon 12800 SSL Orchestrator $719u 2 Ya Insudazyailaaanuoizanis il
241  Twmbadszanasaduluy Intel Xeon
242 fwbeusznanadunuy SSL Security Processor
2.43 i Throughput dwiunsiaaaudaya SSL wuu 2k key 9771 8 Gbps
2.4.4 Forward Decrypted Traffic Wﬁuqﬂﬂiﬂi Security Firewall, [PS 18
2.4.5  @wnsasaedu SSL LUy 2k key Connection 4,300 Connection per Second
2.4.6 @un35e95u SSL Concurrent Sessions 125,000 Sessions
247 dunoaviadeudaya SSL Ussimaalull HTTPS, STARTTLS, SMTP, XMPP, POP3
248 @unsoasIvdeuteya SSL LuU Dynamic TCP Port la

25  gUnsal Tap Aggregation Switch (Arista Netwotks 7150s) 37w 1 4n Ineflnaianuazians Fail

251 ugunsnl Tap Aggregation Switch Tnsfigunsalsesiumsnsyanedoyauuu 101, 1:
Many, Many : 1 uaz Many : Many Isiiusdsios

252 Hauwmwad Switching Capacity w38 Switching Throughput laitiasnd 480 Gbps uavil
Forwarding Rate liiagndy 360 Mpps

253 i port 1/10 Gigabit Ethernet wfia SFP+ S1waulinfesndn 24 ports laewnwadn
ABNIALUL Wire Speed 58 Wire Rate %39 Non-Blocking len$eu Module
el
2.5.3.1 10 GBASE-SR 911U 6 Module
2.5.3.2 1 GbE $X 9717y 6 Module
2.5.3.3 100/1000BASE-T ¥7u14 12 Module

254 fwuipvad System Memory wis DRAM lildesndt 4 GB uasilvuiavaa Flash
Memory Litiaandn 2 GB

255  @ansovih Traffic Steering 1o

256 @wnsavi Packet Filtering laluszdy Layer 2, 3 uay 4 1Jusdatian

257  annigsesiumihaunnannig IEEE 1588 - Precision Time Protocol (PTP) gl

258  @wnInTesiumsvh NetFlow 3o Sflow i#

259 afuayuszUu Network Management aanasg i SNMP, Telnet kaw SSH 19l

2.5.10 @wsaunnsdemsgunsaliuma Graphic User Interface GUI la

2.6 gunsal Cisco Catalyst 3850 (WS-C3850-12XS) d1uqu 1 4 lnsilqauanwasianiz ol
261  flwun Switching Fabric 531 320 Gbps
26.2 Sussavsnwlunsdshudeya (Throughput) $1uau 227.28 Mpps
263  imesw Gigabit Fthernet LUU 10GBase-X (SFP) 4114 12 ports
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264  @1nsadin Stackable Switcn I@lsiaend 8 § Taadiidouse Stack  feanui
laitioendn 480 Ghps

2.65 3 Hardware Forwarding &w3U IPv6 Routing wag Multicast Routing

2.6.6 @unsmin Dual Power Supplies 19 anslusigunsed

267 @nnsouanUey VAN Database leglld VTP w0 GVRP

2.6.8 @11350%1 Uni-Directional Link Detection (UDLD) @ W3uss19a@aUaInuianaInves
nadsuseaiedygnadls

2.6.9 @dawisann IP-Service-level agreements (SLAs)

2.6.10 @wnsovy IPvd Routing laWA RIP, OSPF, 8GPv4,IS-ISvd, Equal-Cost routing Way
Policy Based Routing Taulufisaliuayunisyn Routing Neighbor Authentication Luu
MD5 16

2611 @unsevin IPv6 s Static Routing, RIPng, OSPFV3, EIGRPV6 uag MLDv2 Talupeatios

2.6.12 5995V IP Multicast Membership L@l IGMP v3 snocping way IGMP Filtering 1oy
A8 1LY

26,13 @n3avn Access Control List (ACL) 51 IPvd uae 1Pv6 Tnsanansadeiunsldanlin
Tuszéu wadm, VLAN uag Route Interface 16
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n15UngeineTEUUADLNILNDS

3.1 msliusnisUngesnenasdasuvily
Fuiefashnmsthiednndenisuuilasas/misndsuunuizuunesime suazgunseili
agluanmitlfnuldfidadusaoassesinmudygds

=y ‘d‘ k3 a ] af 1 = l:{
32  sruussuRamesidewinisirssinudenuauuiluiasvioasuuny
Fiuiefenimstngednmdenuenidilouas/vie Wavuunussuunsuiimaiiazszuy
S w e ¥ & =
Mfetonfasdluguinaufiamainuganing

3.3 waulwansliuinisingeinu

331 v Preventive Maintenance tisliazuupssfameiuavsruuiiiodosegluanmitlda
Iaduundfsaduiasiivsyaninimaaonnan

332 udladedadaing Mhatutussuurenianed uasssuuiifeada

333 dounmuuilauaz/misiasuwnuduildoulild sdeldomuldudliduluauanmunive
syuURaLTmes LagsTULTInEta

3.3.4 U¥uusaUszAn3nam (Performance tuning) Y89sruURBNiIMDY wazssuLTiigitasiie
Waseandam

3.4 A19%1 Preventive Maintenance (PM)
3.4.1 msthysinwszuvpeniamed ssuuneniumes uarssuufifisades
3.4.1.1 fFufansdosssymnemsisoni PM - winmenslaiffuiiefionsanudauiilil
dudonh P Wasyiasensguniaitug wieuwmae
34.12§3uiasdonaussioazBonreanisvn M Tasusnmudasianisvesszuy
AsuRoled uerszuuRisdeusarngail
1. Tasamsiivh PM
2. prniwazaildlunisyih Pm
3. J8n1/4URBLTEY
4. FE0IVAAUNNSIIIUTeITEUUABLRIWe T L ST uUTA BT e vdsin PM
Beovdsauaiinssuus awlaadady
3.4.13 fiudnariosdayiupunsaniiva fupeu wazding Backup uae Recovery S¥UU
raufreilnoazidaanasniasnis lasdausunisdndunmilinsuganing  lag
Sifmelulafansaunaesmsdeansinsannigly 30 Ju Tudaaniuasnludygn
3.4.1.4 ¢Liiuns Backup iagaﬁﬁm%uumwmauﬁama%mmmumi Backup wae Recovery
Tutio 3.4.1.3

3.4.2 #uihaforhnsthpinmssuvativayuuasssuuiiisriacediaion 3 euss 1 a%a lag
A3UTeRalds Teazsaneil
3.4.2.1 aaumaigesnnidaey S
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343

344

345

3.5 nisuiNMInasnangdny

3.4.2.2 fovwmagunsaiivh PM
3.4.2.3 s/ Auneuvesany
3.4.2.4 funauazan i PM
3.4.2.5 SmsnadaunisinuaasisuuaiuayuasasgUnsailifeados vinh PM Feuiee
werrinsguu auleasaiey
fsutafasdausmatipdnyiluusarne Tnesayiu aaiud sasmbenuiazidni pa T
NIUFANTINT NIUNBUNMTYIN PM Tuusiasandsil
3431 nanwd 1 aelu 15 Futuudiuiianasuudieds
3.4.3.2 9937 2 G neluiudl 15 vesdiougeinsuesnanuil 1
3.4.33 0naudl 3 @i nmeluTudl 15 seafeugarneresnauil 2
3.4.3.4 93997071 4 (8150 nelutudl 15 weafougsinevesnneud 3
nsdiuil 15 vaudaugninevsusiasnuassiuTuvgasvns Tidduiudalud
nsuganng Wavinnisfussnlunanswns Tnsdasudiaingnd guimaluladananinauay
nsdeans vnaRuanTuiif e wisurunsUhgednufidsigndsinsudru §iudediowey
Tinsumaninsuiu dail
- nsidlduaumathgaine gadesasuiiu ud defiuanniuiidivun asuraang
suanAU Sy ludrugesiuiiiu Tudnsiuay 2,400 v et LAwuaaiuld
dudiu 1 3
- nedidawauniatigeine ldgnéesasudiu us dentelufudidinue
nIuAanINsIzAnAIU U ludiwesiuiliiy - f Juildawaunisigednwil
gnsimansuiiu ludnsiuas 2,400 v yiai! ensvaaiuliiindu 1
- psdldeununisdngefnu bignfeansuiu uas defuaintuiidivue
naumannsasRndiUiudurasuiiiu G Suiidusumsiigsfnmiigndes
asudu ludnsriuay 2,400 v Hiah wwwssiuliiudu 159

AN PM ﬁ?uﬁ%’u%’wﬁaﬁq PM peistion feil

3.4.4.1 nsdidnlunarsvms fesnsevusenisufiRaveendmingldssuuaeufinmes
dloriian vida iuusinauraninaiurey

3.4.4.2 A5I9ANNUASYINAIA BIANEUBNTEIGUN TN D83TEuURDIRIWETuAL TEUL
fiteadies IararniFeudosuasogluanmitlinuldfidas

3.4.4.3 ATINERUNNIINILYEY Software  #114 wasisuuADNRLeoTuALsEUUTIAEITeq
Teunsaldeuldfaaiy

3.4.4.0\flovhmsthgsfnwssuuesnfinmesiasseuuiimdeaduriesud domasauns
hauisruurssnediezsruuiiAndodldaulfaad

ArstgainmsruuABAL A fuaTEuuLAIdas dmfuginsalndiudsliliingg

Trgdnn GEushedesiusaulinsuganinsuiu dudaus fuiizufuresnanuicuivians

ﬁﬁa%’mﬁﬁzwﬁ'ﬁu lugesiArusy 2,400 v/ Tu
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A3udszdaadaliduinseaonagdyya Wmedavyaansfilaudauaiuisn el
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fuuziuasuflalgmituinsuganing Wefasmeislusazusniiaisismslugng anuiiiag
spuumsnfeslasruUTIREdos mateuten wilwas/viaAsuumurasnnsuiusuuins
351 nsdenugsuflussuunaufiomadiayszuuiiiendas fuiedosdamsdenssnudluszuy
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ANUEIAUARTBIANLEYN ynspUuReLfIwesLArsEUUARTe dadamedawtuiiundd
35.1.1 dousudamsvonsenndivier/mioasumunigly 1 Hlusdwiussuuneniiumes
uazssuUTiigades duudnadldiundanasuganmng wndfuiiadadamstousy
uilauay MdsnBsuunuiuniisssenaiiimun Fuidosssulinsuganinsuiy
Tnednenusu uusnaildfuudsanniumaning ludrsidnlusas 3,000 v Vi
aaedalaslituidu 1 4l
3,5.1.2 nsgesnguutluuar/viaasuumy s 3511 fiuihededamslissuunaniioees
uazszuuiisaedldoldaannindus fedl
3.5.1.2.1 nsdhiluguniniunassuuneuiine fuas seuuiiontes fiudafeseuuay
wilouazvowdsuunullF el dfduiunmely 3 $alus mngFuddouua
whlonaz/miswdsuunuiunissesnaidivun gudeiaseeul
nsuraning Uu Tasfinduiu (uusdnedldfuudaannnsuganing eude
3.5.1.1) Tudmsialuaas 3,000 UTh Maiewwosludhitudiu 1 49l
3.5.1.2.2 N3l Software  svuuRsIRIARiuAssEULTIATRY {Tudiedoouuay
uilvuaz/miawdouwulildaldlunaredeu nelu 6 $lug mnguing
dounsuudlonag/andsuumuiuniiszesnaniidmun fiudadesenli
nsumaninsuiu TaeAnd1usu (Busdnarildfundaannsudaning mude
3.5.1.1) Tusmsdhlusas 3,000 U natiawesiiluditiudiu 1 $alus
35.1.23 fFuiadeimadauusuuilunas/miswasuuny nsdl Software sy
poufameiuasssuUMAIdes mude 35,022 Tildoldgniassyssl
el 10 Fu Gluusiuitldduudsannnsuganing aade 3.5.1.1) sndSudne
FouuauAlunasadon Bruumuiunitssesnaiiimus §Suiheiesteld
nsuganing Uiy Tasdnd i3y (uudnanilé$uudanasuraning anude
3.5.1.1) Wdnsrinlaeag 3,000 U weieweadaludiiudiu 1 49l
3.5.1.3 winliasnsadounsuitlassuuneufawoiuasssuuiifoides mude 35121
yrawldaudndidaudy  giuiafesianisTiszuuneufinsesiazssuuiindes
Wheslumadeunsluszasnaniidimuaniuds 3.5.1.2.1 @ussuiildduudeann
nsuranins sude 3.5.1.1) wngduillawsedenuaudlussuuasuinneivas
sruuiifeadas nelussesnanfidivue  fiuiisfesnaulinsuraninsuiu Teofn
AUsu (uwsnaildsuudennsumanng anude 3.5.1.1) ludhsdiluses 3,000 vm
saihesvsaialuelituiiu 1 4l
35.2 pafinanAsussuuessfnsiiarssuuiifndameunilivinsusanmns Wumsdasm

aa ve & = @ = v ]
3521 nsdAgTuddszasdoviUfsussuuatduayuuazssuuiiades naunulunis
Fras1nfelrldnulalunansnautu ude 3.5.1.3) 53UUABLNRAILADILALTEUUN
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1 @7
o Was 2t

Reades iFudalunasunaumudang foslinudnumsianizdus, Brand
Name Waz WellKnown lidinirszuunoufinmeiuazseuuiiioatos fiufinsy
fanng deg mnthasvuueoufwodiasssuuiiivafasiliinadnuasiansdud,
Brand Name Was Well-Known sniissuuponfinmeduas suuiiiendes 1hud
nsumamnsldoy fudeosanlinsumaninguiu Tnadndnu (Huusnanilddonds
IINNIUAANINT MU0 3.5.1.1) Tudnsialiay 3,000 Um Mtiesyasdalusiiduiy
1 dalas
3522 {Fuiisdesdsssnumaasunaumussuuaeninmeiuasszuuiiieades uns
Frnsrdlalildnuldlumansniou audo 3.5.2.1 Tngssy Yssiam, 9o, Juvesszuy
oufawefuarseuUAIdes, Sulldsunauny, Label No, 8%, fu 1Auwes
nsuAanns lugUresienars (Hard Copy) was Excel File Tapdpvhguuuudansnadl 1
andasasuinligudmaliladansaumaiasnisdoms nmeluiud 10 vaafoudsly
nsdifud 10 paafuiungasens Wemsnudsnanluiuusniinsuganias Weiins
Tunanswms winduniuiitoued viedwsendiigndssasuiu 3uiiessey
Tonsuganing Yiu deil
35221  nsildisienun gdesasuiiy usl defuaindudidmun nsuganinges
Aneduludrumasiuiiiu lushsriuas 2,400 vin Yol imwsesiuls
Ty 1
35222  nsdldsseaun Ligndesasutiu us demelutuiinmua nsiganingas
AnduFuludruastuiitiu fe Fuideenusigndasnsuiiu Tudns
Suaz 2,000 U Had wwwesiuldudu 1 5
35223  nadiderean ligndewnsudon was deiusinfuiidivun nsumanins
swAnaUIulud e uiliAy e fuiidsmenusiignissasuduludam
Fuaz 2,400 uw e s filldindu 1 F

o o a ¢ o o v c.: o = w
m1379 1 EﬁLL'U‘Ui"]ﬂﬂ?uﬂqﬁLﬂaUULLWuixUUﬂ@ﬂlwqLm@ih%aﬁ;’igUUﬂLﬂﬁn‘ﬂaq LUUﬂ']ﬁ“U?ﬂ'i'l’JLW@GLW

Tduldluwanenou
ad wslmiziiurdou e
vauAungnaBunaLYRY Tui (Fuvhiaudd)
L
il e Uszim Pgunsallwin draunanifin
i Ju Label No. fvie fu WagumAwYY VOINTUFENTN
Frpm o
1 | #i9¢ Server Switch ABC | BBY4 610097 ABC A2000 10/09/04 15/09/04
2 i Monitor | ABC | BBY5 10098 ABC B200 10/09/04 20/09/04
3 “ Keyboard ABC BB96 010099 ABC K2000 28/09/04
4 “ Mouse ABC BB9Y - ABC M2000 29/09/04

3523 wasndaniiunisade 352 uda dfvinagdeniszuunauiawesiazseuy
fRenfeainvnsnsuaaning Milussausuudlodioliegluanwldaulddsuy
maﬂé‘jﬂﬁﬂimqamﬂa o ’i}ﬂaﬂﬁg&lﬁu el 30 Ju {ﬁ'uLwii'uﬁié\’%‘uuﬁqmnﬂmqaﬂ'm'i
A48 3.5.1.1) mﬂQ’%m”ﬂaﬂﬁwmauﬁma%aamgwﬁL?‘{mﬁﬁmﬁmaaﬂmqamﬂi
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